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Abstract— In this tutorial, we explore the intersection of
quantum control, game theory, and artificial intelligence, em-
phasizing their combined potential to enhance secure and
strategic decision-making in complex systems. It examines how
deceptive behavior can be understood and influenced within
strategic frameworks, and outlines principles for designing
resilient systems that leverage advantages in both quantum and
learning-driven environments. While the discussion centers on
specific examples, the foundational ideas are broadly applicable
across a range of domains.

I. INTRODUCTION

The synergistic convergence of computer science, infor-
mation theory, and quantum mechanics has established the
interdisciplinary field of quantum computation and quantum
information. This domain is characterized by a paradigm
shift in which quantum systems are no longer regarded as
passive phenomena for observation but as actively engi-
neered systems for advanced information processing. Within
this context, the principles of Artificial Intelligence (AI)
and Machine Learning (ML) hold critical importance, as
their core learning algorithms are fundamentally dependent
on solving constrained multivariate optimization problems.
Quantum computing offers novel and potentially superior
frameworks for these tasks.

The practical realization of quantum advantages relies on
control, which involves developing sophisticated experimen-
tal techniques for precise manipulation of individual quantum
systems—an essential step for robustly encoding quantum
information, accurately executing unitary transformations,
and reliably preparing initial states—while game theory
offers a formal lens to analyze the strategic capabilities
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and limitations of quantum information processing, facili-
tating exploration of how quantum resources can achieve
computational outcomes unattainable by classical means
and challenging established computational models like the
strong Church–Turing thesis. Quantum information exhibits
a dual nature—its foundational principles, like the no-cloning
theorem, support quantum cryptography’s security, yet prac-
tical systems are susceptible to deception through quantum
noise (decoherence), which corrupts quantum states via en-
vironmental interactions, necessitating robust quantum error-
correction and fault-tolerant architectures to maintain reliable
quantum information processing over extended durations.

This tutorial delves into the convergence of game theory,
AI deception, and quantum control, exploring their pivotal
roles in secure decision-making. It examines adaptive AI
systems where deception emerges due to incentive misalign-
ment, and how equilibrium and control principles facilitate
regulation. Information asymmetry is identified as a crucial
factor in deception, providing a foundation for resilient
architecture design in quantum and AI contexts. Furthermore,
the tutorial emphasizes the significance of control in quantum
information processing and explores strategic frameworks
that transcend classical paradigms, highlighting the potential
of quantum games.

II. Q-LEARNING FOR ZERO-SUM TURN GAMES

This section addresses Markov zero-sum games “turn”
games, where at each state of the game, only one player
can make decisions, while the other player waits for a turn.
Many board-games (like chess, Connect Four, or Dots and
Boxes) are “turn” games with alternating moves, but we
consider here a general form of turn games where players
do not necessarily alternate. The motivation for this setup
includes strategy games and pursuit-evasion problems where
the evader loses action when cornered, or in network security
where an attacker may control certain states while a defender
can only respond at select times.

As opposed to general zero-sum Markov games (see, e.g.,
[1]), turn games with finite state and action spaces have
pure saddle-point policies under very mild assumptions [2].
In fact, Q-learning can, in principle, be used to construct
pure saddle-point state-feedback policies for turn games.
For complex games, Q-learning must be terminated before
exploring the full state, which can lead to policies that
cannot guarantee the final Q-function security levels. This
can be mitigated through “opponent-informed” exploration
for Q-learning sample selection. This form of exploration can
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guarantee that the final Q-function provides security levels
that hold, at least, against a given set of policies.

Brief summary of related work: Single-player Q-learning
was originally proposed for single player problems [3],
with convergence results appearing shortly after [4], [5].
Markov games date back to [6], but we refer the reader to
the monograph [1] for a systematic treatment of zero-sum
Markov games. Q-learning was extended to Markov games
in [7], with convergence results in [8]. Turn-based games
are less common and have appeared in [9]–[11]. The idea
of using externally provided (sets of) policies for training
purposes has appeared in Policy Space Response Oracles
(PSRO) [12] and fictitious self-play [13]. Many of the results
summarized here appeared for the first time in [11].

A. Zero-Sum Turn Games

The state-space S of turn games can be partitioned into
two disjoint sets S1 X S2 “ H with the understanding that,
when the state st at time t ě 1 belongs to S1, the following
action at P A is selected by player P1, otherwise st P S2

and the action is selected by player P2. We consider here
zero-sum turn games with symmetric rewards for the two
players and denote by rt`1 P R Ă R, t ě 1 the immediate
reward collected by the player that selected the action at at
time t. The total reward collected by player Pi, i P t1, 2u

for the initial state s1 P S is then given by

Jips1q –

8
ÿ

t“1

Errt`1 sgnipstqs (1)

where sgnipstq “ 1 if st P Si and sgnipstq “ ´1
otherwise. The sets S,A,R are assumed finite and the state
st is a stationary controlled Markov chain in the sense
that P pst`1 “ s1, rt`1 “ r | st “ s, at “ aq “

pps1, r | s, aq,@t ě 1, s, s1 P S, a P A, r P R, where
p : SˆRˆSˆA Ñ r0, 1s is the transition/reward probability
function. The game is said to be deterministic if pp¨, ¨q takes
values in the set t0, 1u and that it terminates in finite time
if there exists a finite time T ě 1 such that rt “ 0, @t ě T
with probability one, regardless of at P A selected.

1) Policies and value function: A (pure) policy for player
Pi, i P t1, 2u is a map πi : Si Ñ A that selects
the action at “ πipstq when the state st is in Si.
For a pair of policies pπ1, π2q for players P1,P2, respec-
tively, we define the pair’s value function as Vπ1,π2

psq –

sgn1psq
ř8

t“τ Eπ1,π2rrt`1 sgn1pstq | sτ “ ss, where the
subscript in the expected value highlights that the actions are
determined by the given policies. The reward (1) collected
by player Pi can be obtained from the value function using
Jips1q “ sgnips1qVπ1,π2

ps1q,@i P t1, 2u.
2) Saddle-points and security policies: A pair of policies

pπ‹
1 , π

‹
2q, for players P1,P2 respectively, is a (pure) feedback

saddle-point if for every other policies pπ1, π2q for players
P1,P2, respectively, we have that

J‹
1 psq – sgn1psqVπ‹

1 ,π
‹
2
psq ě sgn1psqVπ1,π‹

2
psq, (2a)

J‹
2 psq – sgn2psqVπ‹

1 ,π
‹
2
psq ě sgn2psqVπ‹

1 ,π2psq, (2b)

@s P S, and J‹
1 ps1q “ ´J‹

2 ps1q is called the value of the
game. The inequality in (2a) expresses no regret in the sense
that P1 does not regret its choice of π‹

1 (over any other policy
π1) against π‹

2 and, similarly, (2b) expresses no regret for
P2. Saddle-point policies for zero-sum games are known to
also be security policies with values J‹

1 ps1q and J‹
2 ps1q for

players P1 and P2, respectively; in the sense that

J‹
1 ps1q “ max

π1

min
π2

sgn1ps1qVπ1,π2
ps1q

“ min
π2

sgn1ps1qVπ‹
1 ,π2

ps1q, (3a)

J‹
2 ps1q “ max

π2

min
π1

sgn2ps1qVπ1,π2
ps1q

“ min
π1

sgn2ps1qVπ1,π‹
2
ps1q, (3b)

which means that, by using the policy π‹
i , the player Pi can

expect a reward at least as large as J‹
i ps1q, no matter what

policy the other player uses [2].

B. Dynamic Programming and Q-learning

Dynamic programming provides a procedure to compute
the value function for saddle-point pairs and security policies.
It relies on the observation that, under mild assumptions, this
value function must satisfy the Bellman-like condition:

V psq “ max
aPA

E
“

rt`1 ` sgn1pstq sgn1pst`1qV pst`1q

| st “ s, at “ a
‰

, @s P S, t ě 1,

which resembles the usual dynamic programming equa-
tion for single-agent optimization, but with a new term
sgn1pstq sgn1pst`1q that is specific to turn games [11]. Any
pair of policies pπ‹

1 , π
‹
2q for which

π‹
i psq P arg max

aPA
Qps, aq, @s P Si, i P t1, 2u (4)

is a feedback saddle-point and both policies are security
policies, with values J‹

1 ps1q “ sgn1ps1qV ps1q “ ´J‹
2 ps1q,

where

Qps, aq – E
“

rt`1 ` sgn1pstq sgn1pst`1qV pst`1q

| st “ s, at “ a
‰

.

The characterization of saddle-point/security policies in (4)
motivates searching for the function Q that directly extracts
these policies from the system. The result shows that this
function can also be characterized by a Bellman-like condi-
tion. To state it formally, we need the following definition:
we say that a function V : S Ñ R is absolutely summable if
for every pair of policies pπ1, π2q for players P1,P2, respec-
tively, the series

ř8

t“τ Eπ1,π2
rV pstq | sτ “ ss is absolutely

convergent @s P S, τ ě 1. For games that terminate in finite
time T , any function V : S Ñ R for which V pstq “ 0,
@t ě T with probability one is absolutely summable, since
the series degenerates into a finite summation.

Theorem 1 (Saddle-point sufficient condition [11]):
Suppose there exists a function Q : S ˆ A Ñ R for which

V psq – max
aPA

Qps, aq, @s P S, (5)
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is absolutely summable and

Qps, aq “ E
“

rt`1 ` sgn1pstq sgn1pst`1qmax
a1PA

Qpst`1, a
1q

ˇ

ˇ st “ s, at “ a
‰

, @s P S, a P A. (6)

Then any pair of policies pπ‹
1 , π

‹
2q for which (4) holds is a

(pure) saddle-point and they are also security policies with
J‹
1 ps1q “ sgn1ps1qmaxaPAQps1, aq “ ´J‹

2 ps1q. l

Q-learning can be used to find Q : S ˆ A Ñ R that
satisfies (6). For deterministic turn games, Q-learning starts
from an initial estimate Q0 : S ˆ A Ñ R and iteratively
draws samples pst, at, st`1, rt`1q from the transition/reward
probability function ppst`1, rt`1 | st, atq, which are used to
constract a sequence tQku using updates of the form

Qk`1pst, atq “ rt`1

` sgn1pstq sgn1pst`1qmax
a1PA

Qkpst`1, a
1q. (7)

Establishing convergence of this iteration to a function
satisfing (6) typically requires the following Assumption:

Assumption 1 (Exploration): Every pair pst, atq P S ˆ

A appears infinitely often in the sequence of samples
tpst, at, st`1, rt`1qu used for the updates in (7) . l

For deterministic games that terminate in finite time, little
more is needed to establish convergence:

Theorem 2 (Deterministic finite games [11]): Assume
that the Exploration Assumption 1 holds and that the game
is deterministic and terminates in finite time. Initializing
Q0ps, aq “ 0, @s P S, a P A, the sequence of functions
Qk converges in a finite number of iterations to a function
Q‹ for which the sufficient condition (6) holds. l

C. Games with Large State Spaces

When the state spaces S is very large,it is generally not
possible for the Exploration Assumption 1 to hold for every
pair pst, atq in S ˆ A. In this case, we may be forced to
stop the Q-learning iteration prematurely at some Qk, before
convergence. In this case, policies that satisfy

πk
i psq P argmax

aPA
Qkps, aq, @s P Si, i P t1, 2u (8)

may not be security policies and sgnips1qmaxaPAQkps1, aq

may not be a security value for player Pi. This latter
observation means that the policies (8) may have weaknesses
that cannot be inferred from Qkp¨q.

It turns out that it is possible to “protect” the policy
(8) against a given set of policies by guaranteeing that Q-
learning explores a sufficiently large subset of the state-
space S. To formalize this result we need the following
definition: given sets of policies Π1 “ tπ1 : S1 Ñ Au and
Π2 “ tπ2 : S2 Ñ Au for players P1 and P2, respectively,
we say that a subset SK of S is invariant for Π1, Π2 if for
every initial state s1 in SK, all subsequent states remain in
SK with probability one for all the policies in Π1, Π2.

Theorem 3 ( [11]): Suppose there exists a function Q :
S ˆ A Ñ R and a set SK Ă S for which (5) is absolutely
summable and (6) holds @s P SK, a P A. If SK is invariant

for sets of policies Π1, Π2 that include the exploitation
policies

πK
i psq P argmax

aPA
Qps, aq, @s P Si, i P t1, 2u, (9)

then pπK
1 , π

K
2 q are security policies restricted to the sets of

policies Π1, Π2, with values

sgn1psqV psq “ min
π2PΠ2

sgn1ps1qVπK
1 ,π2

ps1q (10)

sgn2psqV psq “ min
π1PΠ1

sgn2ps1qVπK
1 ,π2

ps1q, (11)

for the players P1 and P2, respectively. l

1) Opponent-informed exploration: Motivated by Theo-
rem 3, we propose an algorithm that guarantees protection
against a given set of policies when full exploration is not
possible. The opponent-informed exploration algorithm starts
with sets of policies Πprotect

1 and Πprotect
2 for players P1 and

P2, respectively, against which we want to protect. These
policies are often heuristics developed by expert players.

The samples tpst, at, st`1, rt`1qu for the updates in (7)
are collected by simulating many sequences of games, each
called an episode. To construct the simulation of the ℓth
episode, we pick a pair of policies pπℓ

1, π
ℓ
2q from the set

!

π1 P Πprotect
1 , π2 “ πk

2

)

Y

!

π1 “ πk
1 , π2 P Πprotect

2

)

Y

!

π1 “ πk
1 , π2 “ πk

2

)

, (12)

with πk
1 , π

k
2 as in (8) for the current estimate Qkp¨q at the start

of the episode ℓ. Upon simulation of the episode, we perform
the updates in (7) for all the samples collected during the
episode, eventually leading to a new estimate Qk`Lℓp¨q,
where Lℓ denotes the number of samples collected during
the ℓth episode. The next episode should pick a different
pair of policies in (12), typically in a round-robin fashion.

To apply Theorem 3, the exit condition for the Qk iteration
must guarantee that we can only terminate at an iteration
K if the set of states SK visited by all the Q-learning
samples tpst, at, st`1, rt`1qu up to iteration K is invariant
for the policies in (12), including Πprotect

1 , Πprotect
2 and the

exploitation policies (8). In practice, this means that we can
only exit when the set SK stopped growing and the function
QKp¨q stopped changing. We’ll see in Section II-D that this
strict stopping condition can hold after a few episodes, even
for very large games, despite exploring only a small fraction
of the state space. While Theorem 3 guarantees protection
under Πprotect

1 and Πprotect
2 , it neither ensures protection

against all policies nor rules out the existence of better ones.
2) Tempered exploitation: We can improve the “quality”

of the policies obtained through opponent-informed explo-
ration by enlarging the set of terminal states SK . To accom-
plish this, we add to the set of policies in (12), tempered
exploration Boltzmann policies, which are stochastic policies
that pick a P A using the following Boltzmann distribution

Ppat “ a | st “ sq “
eβQ

k
ps,aq

Qpβq
, @a P A, s P S,
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Fig. 1: Starting board configuration for the “city-inf-5” Atlatl
scenario, with three blue units against two red units. The
goal is to capture and hold the gray hexagon. The estimated
number of states is about 1 billion.

with Qpβq normalizing the distribution.β ě 0 is the constant
temperature parameter, and for β “ 0, all actions are picked
with equal probability, but for β ą 0 actions with larger
value of Qkps, aq are picked with higher probability. In fact,
as β Ñ 8 the Boltzmann policy converges to (8). The
terminology “tempered” refers to the fact that we include
in (12) Boltzmann policies with multiple temperatures from
very low values of β (pure exploration) to very high values of
β (essentially pure exploitation). Eventually, tempered explo-
ration must be disabled so that SK stops growing; otherwise
the exit condition for opponent-informed exploration will
only hold when the full state-space has been explored.

D. Numerical Results

We use the strategy game Atlatl developed at the Naval
Postgraduate School (NPS) to illustrate the results described
above. We refer the reader to [11], [14], [15] for details
about the game, but for the purposes of this paper, it is worth
highlighting that we are using the Atlatl scenario “city-inf-5”
shown in Figure 1, which contains on the order of one billion
distinct states and that the policies sets Πprotect

red ,Πprotect
blue

we want to “protect” against, include 16 heuristic policies
previously developed at NPS.

We start by using Q-learning with tempered exploration,
but without explicit “protection”, by essentially setting
Πprotect

1 “ Πprotect
2 “ H. Figure 2(left), shows the worst-

case empirical reward as a function of the number of training
episodes. We can see that the Q-learning policy for the red
team (bottom) is not a security policy in the sense of (3),
because the red player gets rewards (purple dots) below the
Q-value (orange) against some of the 16 Atlatl heuristic
policies. For the blue team (top), the Q-learning policies
turns out to protect against these specific heuristics.

We then use opponent-informed exploration to provide
protection against a set of 16 heuristic policies for each
player. The algorithm terminates in just about 500,000 it-
erations and we plot the rewards obtained in Figure 2(right)
at the 500,000 episodes mark. Playing against the policies in
Πprotect

red ,Πprotect
blue (purple dots) provides a reward no worse

than the Q-value (orange line), confirming the results in
Theorem 3: with the orange line corresponding to the left-

hand side of (10) and the purple dots to specific opponent
policies. We finally combine opponent-informed exploration
with tempered exploration. Figure 2(right) shows that we
can obtain rewards closer to those corresponding to the
“unprotected” Q-function while still maintaining security
with respect to Πprotect

red ,Πprotect
blue . The price we pay by “pro-

tecting” is that the saddle-point tends to be more conservative
for the 2 and 4 million episode settings; intuitively, because
we are focus our samples on protecting against the Atlatl
heuristics rather than on general exploration.

Reinforcement learning in adversarial settings forms the
backbone of strategic AI. Zero-sum turn-based games pro-
vide a controlled environment to study optimal policy de-
velopment under strict competition, where every gain for
one agent is a loss for the other. While Q-learning focuses
on learning optimal strategies through repeated interaction,
real-world adversarial scenarios often involve uncertainty and
incomplete information. This motivates the integration of
deception as a strategic tool.

III. STOCHASTIC REAL-TIME DECEPTION IN
ASYMMETRIC NASH EQUILIBRIUM SEEKING

The rapid expansion of data-driven and networked multi-
agent systems is transforming fields such as energy net-
works, robotics, machine learning, and intelligent trans-
portation, where autonomous agents interact, cooperate, or
compete while adapting decisions based on observed data.
A fundamental tool in these settings is game theory, which
offers a mathematical framework for understanding how
rational agents respond to each other’s strategies and how
collective equilibria emerge. Classical game formulations
typically assume symmetric information, meaning all players
share a common understanding of the system. However, in
many real-world applications, agents may possess private,
additional, or time-sensitive information that gives them a
strategic advantage, making conventional predictions such
as those based on the Nash equilibrium [16] insufficient to
capture true system outcomes.

The ability of one agent to exploit informational asym-
metry for its own benefit gives rise to the phenomenon of
deception, which refers to any deliberate attempt by a player
to mislead opponents—either by concealing information,
manipulating observed signals, or altering its behavior to
provoke a specific response. This capability is not purely
adversarial: in some contexts, such as cybersecurity [17],
biological networks [18], and robotics [19], deception can
serve as a mechanism for resilience, defense, or exploration.
Moreover, in the emerging field of human–computer interac-
tion, deception can lead to improved outcomes for all rational
entities involved in the game. Nonetheless, when embedded
in learning-based or data-driven decision systems, deception
can disrupt equilibrium behavior and lead to nontrivial dy-
namics. Literature has emerged to understand how deception
can be executed, detected, and countered [20]–[22].

We investigate deception in the modern framework
of model-free Nash equilibrium seeking (NES) for non-
cooperative games, as introduced in [23]. In these games,
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Fig. 2: The left-hand plots show the reward for Q-learning as a function of training episodes with a “unprotected” exploration
procedure. The top plots show the blue team’s performance, and the bottom plot shows the red team’s. The right-hand plots
show the corresponding performance with opponent-informed exploration to protect against given heuristic policies.

each player minimizes its own cost function, potentially
influenced by others’ actions. When explicit models are un-
available, players employ adaptive learning dynamics based
on real-time cost measurements to iteratively adjust actions.
These NES algorithms, studied in both deterministic and
stochastic settings [24]–[29], offer a model-free alternative
to classical optimization, enabling agents to discover equilib-
rium strategies directly from data. Recent work [23] reveals
that learning can be strategically manipulated when an agent
infers another’s exploration frequency and injects structured
perturbations—a phenomenon termed deterministic decep-
tion in NES. While stability under fixed, periodic probing is
understood, many systems rely on stochastic excitation for
scalable gradient estimation, and the potential for stochastic
deception, where agents exploit real-time observations of
random exploration, remains largely unexplored.

The objective of this tutorial is to establish a foundational
understanding of stochastic deception in Nash equilibrium
seeking based on the formalism in [30]. Specifically, we
present a framework that integrates tools from stochastic
averaging, nonlinear systems theory, and multi-agent learn-
ing to characterize when and how deception can emerge
in model-free games. The exposition focuses on tractable
yet insightful examples, particularly quadratic games, and
discusses how asymmetry of information influences stability,
convergence, and equilibrium performance. We aim to bridge
the gap between the deterministic analysis of deception [23]
and the stochastic learning mechanisms [30] observed in
practical, data-driven multi-agent systems.

Notation: Given a matrix A P Rmˆn, we use rAsij

and rAsk: to denote the pi, jq entry and k-th row of A,
respectively. Similarly, given a vector b P Rn, we use rbsi to
denote the i-th entry of b. If N P N, we use rN s to denote
the set of positive integers no greater than N , i.e rN s “

t1, 2, ..., Nu. For r ą 0, we use Brpvq to denote the open
ball of radius r around v, i.e Brpvq “ tp P Rn : |p´v| ă ru,
where | ¨ | is the Euclidean norm.

A. Stochastic Deception in Model-Free Games

Classical game-theoretic learning often assumes symmet-
ric information. In practice, agents can access extra measure-
ments (e.g., other players’ states, costs, or probing signals)
and exploit them. In deception, a player leverages such asym-
metry to steer the long-term behavior of learning dynamics
toward outcomes that improve their own payoff relative to
the nominal Nash equilibrium (NE). This tutorial focuses on
real-time deception within stochastic NES, where agents use
random perturbations to explore their cost landscape. The key
ingredients of our setting are given by the following items:

1) We consider non-cooperative games with N players,
where each player chooses a scalar action xi P R, for
i P V :“ t1, 2, . . . , Nu. The joint vector of actions is
then given by x “ rx1, . . . , xN sJ.

2) Each player i P V has a quadratic cost function given
by Jipxq “ 1

2x
JAix ` bJ

i x ` ci, where Ai P RNˆB ,
bi P RN , and ci P R.

3) Each player seeks to optimize its own cost function run-
ning a model-free NES algorithm using only measured
payoffs and stochastic probing.

4) A deceptive player has access to additional information
about other players’ dynamics and seeks to exploit this
knowledge to influence the multi-agent learning process,
steering it toward a desirable outcome.

1) Stochastic NES: Learning via Random Probing: Let
ui be the internal estimate of player i’s action and xi the
executed action. Inspired by the stochastic extremum seeking
dynamics considered in [31], each player implements the
following stochastic algorithm:

xi “ ui ` aifipηiptqq, (13)

9ui “ ´γi
ki
ai
fipηiptqq Jipxq. (14)

Here ai, ki ą 0 are tunable gains; fip¨q is a bounded odd
function; and ηiptq is an ergodic stochastic process used for
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Fig. 3: Frequency domain block diagram depicting the deception
mechanism for stochastic NES in a two player game where player
2 deceives player 1.

exploration (e.g., Ornstein–Uhlenbeck, OU):

dηiptq “ ´ηiptq dt` qi dWiptq, (15)

with qi ą 0 and independent Brownian motions Wi. The
scalar γi ą 0 depends on fi and qi (via an integral that
ensures correct gradient-sign on average).

2) Deception Mechanism: Sensing Others’ Probes: To
achieve stable deception, a deceptive player i augments its
dynamics (13) by injecting a real-time combination of the
victims’ stochastic perturbations it can sense:

xi “ ui ` aifipηiptqq ` δi
ÿ

jPDi

ajfjpηjptqq, (16a)

9ui “ ´γi
ki
ai
fipηiptqq Jipxq, (16b)

9δi “ ε εi
`

Jipxq ´ J ref
i

˘

, i P D, (16c)

where δi is a deceptive gain, Di is the set of victims of
player i, D is the set of deceptive players, J ref

i is the target
payoff, fi is a bounded odd function, and γi satisfies

γi “

ż 8

´8

f2i psq
1

?
πqi

e
´ s2

q2
i ds. (17)

Intuitively, the extra term in (16a) correlates i’s actuation
with the victims’ random probes to influence their long-run
learning outcome. The main goal is to ensure this influence
maintains system stability and leads to convergence to a
better outcome for the deceiver in the closed-loop system.
Figure 3 illustrates the deceptive mechanism in a two-player
game, where Player 2 is deceptive against Player 1, and the
algorithm of the victim remains unchanged.

3) Quadratic Games and a Stability-Preserving Region:
For quadratic costs, the pseudogradient of the game is given
by the affine map Gpxq “ Ax`B, constructed from tAi, biu
by stacking the partial derivative of Ji with respect to xi. We
make the following regularity assumption on the matrix A:

Assumption 2 (Diagonal dominance): A is strictly diago-
nally dominant with rAsii ą 0 for all i. This ensures a unique
isolated NE x‹ for the game. l

Under Assumption 2, the pseudogradient flow

9x “ ´diagpkqGpxq “ ´diagpkqpAx` Bq, (18)

renders exponentially stable the NE x‹, where diagpkq, k “

rk1, k2, . . . , kN sJ, ki ą 0. While traditional model-free NES
dynamics approximate the behavior of (18), under deception,
we will focus on the following δ-parameterized dynamics:

9x “ ´diagpkqGpxq “ ´diagpkq

´

Apδqx` Bpδq

¯

, (19)

where rApδqsi: “ rAsi: `
ř

kPKi
δkrAisk: and rBpδqsi “

rBsi `
ř

kPKi
δkrbisk.

For this perturbed system, the set of values for δ that
preserve the exponential stability of (19) is given by

∆ :“
␣

δ P Rn : ´diagpkqApδq is Hurwitz
(

.

The following lemma, corresponding to [30, Lemma 2], char-
acterizes a neighborhood around the origin that is entirely
contained in the set ∆.

Lemma 1: Let r P p0,8q be given by

r “ min
iPV

min

˜

rAsii ´
řN

j‰i |rAsij |
ř

kPKi

řN
j“1 |rAiskj |

,
rAsii

ř

kPKi
|rAiski|

¸

(20)
where we interpret p

q :“ 8 if p ą 0 and q “ 0. Then
Brp0nq Ă ∆, where 0n P Rn is the zero vector. l

Lemma 1 guarantees that, @δ P Brp0nq, the perturbed system
(19) renders exponentially stable the equilibrium point

xδ “ ´Apδq´1Bpδq. (21)

We will refer to (21) as a Deceptive Nash Equilibrium.
4) Cost Attainability for Deceptive Players: While

Lemma 1 is instrumental in the study of (19) under a fixed
value of δ, the deceptive dynamics (16c) will slowly vary
δ, seeking to induce the condition Ji “ J ref

i in the cost
function of the deceptive player. Therefore, to determine the
conditions under which deceptive players can achieve their
desired payoffs J ref

i through deception while maintaining
system stability, we introduce the notion of attainability,
following the formulation in [32]:

Definition 1: A vector J ref “ rJ ref
d1
, ..., J ref

dn
sJ is said to be

attainable if there exists δ‹ P ∆ such that:
1) Jdk

p´Apδ‹q´1Bpδ‹qq “ J ref
dk
, @ k P rns.

2) The matrix Λpδ‹q P Rnˆn with rΛpδ‹qsjk “ ∇jξkpδ‹q

is Hurwitz, where ξk : Rn Ñ R is given by ξkpδq :“
εdk

Jdk
p´Apδq´1Bpδqq.

We let J Ă Rn denote the set of all attainable vectors
J ref “ rJ ref

d1
, ..., J ref

dn
sJ. l

We can now characterize the stability of the stochastic de-
ception dynamics with respect to the DNE (21) and attainable
reference cost functions. To do so, we will exploit tools from
stochastic averaging in stochastic differential equations.

B. Stochastic Averaging Intuition and Main Result

The stochastic probes ηiptq used in (16) are mix-
ing/ergodic. Their fast random fluctuations are filtered by
fipηiq and used as exploration signals injected to the internal
states ui, and to the dynamics 9ui. Under small probing
amplitudes ai and time-scale separation (ε small), one
can replace the stochastic terms by their invariant-measure
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averages, yielding a deterministic averaged system whose
equilibrium and stability predict the in-probability behavior
of the original system over long (but finite) horizons. This
behavior is summarized in the following Theorem:

Theorem 4: Suppose that Assumption 1 holds, and con-
sider the stochastic NES dynamics (16) where J ref P J .
Then for each ε̃ ą 0 there exists a‹ such that for a1, ..., aN
satisfying maxi ai ă a‹, there exists ε‹ such that for all
ε P p0, ε‹q there exists R ą 0, C ą 0,M ą 0 and
ζ‹ “ pu‹, δ‹q P RN`n satisfying the following:

1) |Jdk
pu‹q ´ J ref

dk
| ă ε̃ for all k P rns

2) For any r̃ ą 0 and any initial condition ζ0 P RN`n

with |ζ0 ´ ζ‹| ă R, the solution of (16) satisfies

lim
ϑÑ0

inftt ě 0 : |ζptq´ζ‹| ą C|ζ0´ζ‹|e´Mt`r̃u “ 8,

almost surely.
3) There exists ε0 ą 0 and a function T : p0, ε0q Ñ N

such that

lim
ϑÑ0

P p|ζptq ´ ζ‹| ďC|ζ0 ´ ζ‹|e´Mt

` r̃, @t P r0, T pϑqsq “ 1,

with limϑÑ0 T pϑq “ 8. l

Remark 1: Stochastic probing, unlike deterministic pe-
riodic probing, requires independently chosen perturbation
processes across players without frequency separation, sim-
plifying signal design in large-scale systems. However, the
deceptive player must sense the victims’ real-time probes
(amplitudes and waveforms) to construct the injection, unlike
the deterministic approach in [23], which only requires
knowledge of the victims’ exploration frequencies. l

To illustrate the main results, we now present a numeri-
cal example. Consider a two-player quadratic game with
quadratic cost functions, defined by the parameters A1 “
„

3 1
1 5

ȷ

, b1 “

„

4
2

ȷ

, A2 “

„

7 2
2 4

ȷ

, b2 “

„

1
6

ȷ

, c1 “ c2 “ 0.

The corresponding pseudogradient is given by Gpxq “

Ax ` B, A “

„

3 1
2 4

ȷ

, B “

„

4
6

ȷ

. It is straightforward

to verify that A satisfies Assumption 1. The game admits
a unique Nash equilibrium at x‹ “ r´1,´1sJ, yielding
steady-state costs J1px‹q “ ´1 and J2px‹q “ 0.5.

For the stochastic NES dynamics (13), the players use
a1 “ 0.1, k1 “ 0.06, f1psq “ satpsqa2 “ 0.12, k2 “

0.05, f2psq “ sinpsq, where the saturation function satp¨q

is defined as satpsq “ maxp´1,minps, 1qq.
The stochastic perturbations ηiptq are generated by (15)

with parameters ϑ1 “ 0.0005, q1 “ 0.1, ϑ2 “ 0.0004, and
q2 “ 0.07. We assume that player 2 acts deceptively toward
player 1. In this case, player 2 implements the dynamics (16)
with εε2 “ 0.001 and a reference payoff J ref

2 “ ´2.
According to Lemma 1, we have B1{3p0q Ă ∆. It follows
that J ref

2 is achievable with δ‹ “ 0.1989 P ∆, leading to
the deceptive Nash equilibrium xδ “ ´Apδ‹q´1Bpδ‹q “

r´0.6385,´1.1808sJ.
Moreover, ∇ξ2pδ‹q “ ´12ε2 ă 0 for ε2 ą 0, where ξ2

is defined in Definition 1. Hence, the closed-loop stochastic

deceptive NES dynamics are stable. The trajectories of the
players’ actions and costs are shown in Figure 4, confirming
the predicted convergence behavior and the ability of the
deceptive player to achieve its desired payoff.

Stochastic deception in NES exploits real-time knowledge
of opponents’ probes to bias learning outcomes. Under
small probing amplitudes and diagonal dominance, aver-
aging yields local exponential convergence in probability
to a deception-shifted equilibrium with payoffs arbitrarily
close to desired references, assuming they are attainable
and stability-preserving. This framework reveals how in-
formation asymmetry influences long-run learning behavior
and provides constructive design and tuning guidelines. Ac-
knowledging that agents may deliberately mislead opponents
to gain advantage, especially in asymmetric games where
players differ in power or information, deception becomes a
critical mechanism for shaping outcomes. If deception can
alter equilibrium dynamics in classical settings, the emer-
gence of advanced AI models capable of nuanced reasoning
and communication marks the next frontier.

IV. ON GAME AND SYSTEM THEORETIC FOUNDATIONS
OF LLM-ENABLED AGENTIC AI DECEPTION

A. The Rising Threat of AI Deception

Artificial intelligence is advancing faster than any other
technology in history. Systems built on large language mod-
els (LLMs) are no longer mere tools that respond to prompts;
they are becoming agentic, capable of reasoning, planning,
and acting autonomously. These Agentic AIs can write code,
interface with other systems, and influence human users.
However, as they gain autonomy, they also acquire the
capacity to deceive, to mislead, manipulate, or conceal intent.

Deception is among the most serious and least understood
AI risks, cutting across malicious use, malfunction, and
systemic failure [33]. It amplifies other risks by concealing
intrusions, masking malfunctions, and obscuring vulnerabili-
ties. Notable incidents, such as the 2024 deepfake attempt
to steal $25 million [34], illustrate its impact. Internally,
deception manifests through reward hacking and rationalized
falsehoods in language models [35], driven by optimization
pressures. Externally, modern AI enables large-scale, adap-
tive attacks: agents scrape data for phishing, generate self-
mutating malware, and craft persuasive multilingual cam-
paigns requiring minimal expertise. As noted by Anthropic’s
2025 report [36], agentic AI has been weaponized, making
deception a critical challenge for AI safety and security.

The democratization of such tools lowers both technical
and economic barriers to deception. Deepfakes and mali-
cious content can now be created quickly and inexpensively,
making deception more effective and accessible. This rapid
shift has outpaced verification processes, creating an im-
balance in information that undermines trust. AI-generated
falsehoods such as fake reviews, research papers, and news
articles are increasingly common. Instances include lawyers
submitting fabricated legal citations and scholars referencing
non-existent studies. As the cost of producing falsehoods

3306



(a) Time evolution of the players’ cost func-
tions with and without stochastic deception.

(b) Trajectories of δ2 when player 2 deceives
player 1.

(c) Evolution in time of the actions of the
players with and without deception.

Fig. 4: Simulation results.

approaches zero, the rising cost of verification threatens the
reliability of information systems and institutions.

Current defenses approach deception as a content problem,
relying on filtering or fact-checking after the fact. How-
ever, deception is fundamentally behavioral and structural,
emerging from how intelligent systems pursue objectives. As
each generation of AI learns to evade previous safeguards,
static defenses like keyword filters or anomaly detection
quickly become ineffective. A lasting solution must address
the underlying incentives, reasoning, and control mechanisms
that shape AI behavior.

AI deception involves the systematic manipulation of
beliefs during interaction to achieve specific goals, reflecting
structured behavioral patterns and not random errors. This
distinguishes it from hallucination, which produces false
content without intent, and from lying, which involves know-
ingly false statements without necessarily aiming to influence
others. Deception is relational and goal-driven, occurring
when false or misleading behavior alters another agent’s
beliefs or actions in pursuit of an objective.

Deceptive behavior is not an accidental by-product of
error but a strategic property of goal-directed systems that
prioritize utility over truthfulness. It emerges from the in-
terplay between agents, environments, and incentives, not as
an intrinsic mental state of AI. Empirical evidence confirms
deception’s reality. Game-playing systems like CICERO,
AlphaStar, and Pluribus use bluffing, betrayal, and misdirec-
tion to gain advantage [37]–[39]. General-purpose language
models engage in deceptive strategies, such as soliciting
human help to solve CAPTCHAs and producing persuasive
but unfaithful explanations. Controlled experiments show
that deceptive AI explanations shift beliefs toward misinfor-
mation more effectively than truthful ones [40]. Reports also
suggest models attempting blackmail or concealing sabotage
of shutdown mechanisms, indicating such behaviors may
arise spontaneously under optimization pressure [41], [42].

B. A Game-Theoretic Perspective Toward AI Deception
Addressing AI deception requires more than patching

individual failures; it calls for a system-level framework
that captures its behavioral dynamics [43], [44]. Between AI
agents and human users, deception redefines trust, oversight,
and decision-making. Among AI agents, it can emerge as an

equilibrium strategy in competitive or cooperative environ-
ments. Within socio-technical systems, deceptive outputs can
amplify misinformation, exploit cognitive biases, and erode
institutional resilience.

To counter these risks, we must integrate behavioral game
theory, cognitive science, and AI control theory into a unified
framework to manage deceptive behavior. Game-theoretic
analysis effectively models the incentives and dynamics of
AI reasoning [17], [45]–[47]. We focus on AI deception’s
observable effects, not its internal mechanisms, analyzing
how AI outputs affect others’ beliefs and actions. This
perspective avoids assumptions about large language models,
concentrating on behavioral outcomes. By analyzing AI
deception as a dynamic system phenomenon, we can better
understand its implications for input–output interactions,
supervisory control, cybersecurity, safety, and resilience.

Game theory naturally provides the foundation for this
analysis, since deception is inherently strategic and interac-
tive [47]–[49]. It occurs when an agent manipulates another’s
beliefs for advantage under misaligned incentives, similar
to signaling games with truthful or misleading messages.
Examples are bluffing and misinformation, seen as equi-
librium strategies. When truth-telling does not maximize
reward, deception becomes rational. Repeated and dynamic
games further capture how deception affects trust, reputation,
and detection over time, predicting deceptive equilibria and
countermeasures.

This perspective is concretely instantiated in [50]–[53],
where AI deception is formalized as a sequential Stackelberg
game between a sender (leader) and a receiver (follower),
each implemented as a prompt-driven large language model
(LLM).Formally, let the sender and receiver be denoted
by agents A and D, respectively. Each agent possesses
private information sets IA and ID, which may encode
contextual data, historical knowledge, or cognitive priors.
The sender selects a reasoning prompt x P X , which
is a structured natural-language instruction that guides its
internal generative process. Conditioned on this prompt,
the sender’s LLM produces a probabilistic distribution of
messages m P M according to γApm | IA, x, θAq, where
θA represents latent parameters: its worldview, training data
or retrieval mechanisms. Upon observing a realized message
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m, the receiver constructs its own reasoning prompt y P Y
through a mapping νD : M ˆ ID Ñ Y , which captures
its cognitive interpretation of the message. The receiver’s
LLM then generates a probabilistic response over actions
d P D (e.g., click, ignore) via γDpd | m, ID, y, θDq, where
θD analogously encodes the receiver’s cognitive disposition
or bias profile.

The payoffs for the sender and receiver are defined by
utility functions uApm, dq and uDpm, dq, respectively, with
expectations taken over the joint distributions induced by
γA and γD. These utility functions quantify competing
objectives, for example persuasive success versus security
vigilance, thus capturing the strategic misalignment at the
heart of deception.

a) Equilibrium Concepts: Two equilibrium constructs
jointly capture the coupling between reasoning and observ-
able behavior. First, the Reasoning and Behavioral Equi-
librium (RBE) requires internal–external consistency: each
agent’s reasoning prompt maximizes its expected utility
given its beliefs, and the induced distributions over mes-
sages and actions coincide with the observable equilibrium
behavior: σ‹

Apmq “ γApm | IA, x
‹, θAq, σ‹

Dpd | mq “

γDpd | m, ID, y
‹, θDq. Here px‹, y‹q are the equilibrium

reasoning prompts, and pσ‹
A, σ

‹
Dq the corresponding behav-

ioral strategies. This equilibrium aligns the cognitive layer
(prompt-based reasoning) with the action layer (message
and response distributions), bridging internal deliberation
and external conduct. Second, the Conjectural Reasoning
Equilibrium (CRE) generalizes RBE to settings of incomplete
information. The sender does not know the receiver’s internal
reasoning prompt y, private information ID, or LLM param-
eters θD, and thus forms a conjecture about the receiver’s
behavioral response. Let Ξ denote a parameter space of
possible conjectured models, each defining a behavioral
mapping µ̃ξ : M Ñ ∆pDq, which represents the sender’s
belief about how the receiver maps observed messages to
responses. The pair px‹, ξ‹q P X ˆ Ξ constitutes a CRE if:

x‹ P argmax
xPX

Em„γAp¨|IA,x,θAqEd„µ̃ξ‹ p¨|mqruApm, dqs,

ξ‹ P argmin
ξPΞ

Em„γAp¨|IA,x‹,θAqrKLpµ̃ξp¨|mq }σ‹
Dp¨|mqqs .

The first condition ensures strategic optimality; i.e., the
sender’s reasoning prompt maximizes expected utility un-
der its conjectured model, while the second ensures con-
jectural consistency, i.e., that the conjectured model best
approximates the receiver’s true behavior in the sense of
minimizing expected Kullback–Leibler divergence. This dual
optimization formalizes how agentic AIs iteratively refine
their beliefs through feedback, converging toward consistent
mental models of other agents.

b) Contrast with Classical Stackelberg and Signaling
Games: Classical Stackelberg games assume the leader has
perfect knowledge of the follower’s utility and response
function RDpmq. In LLM-Stackelberg games, this certainty
is replaced by epistemic uncertainty, where the leader op-
timizes over conjectures about the follower’s reasoning.
The reasoning prompt x substitutes for the classical mixed

strategy µA, embedding cognition into the strategy space.
Unlike traditional signaling games with fixed types, message
generation and interpretation are governed by stochastic
maps γA and γD, shaped by internal prompts and evolving
beliefs. Deception emerges not from predefined types but
from incentive misalignment within these generative reason-
ing processes.

c) Case Study: A spearphishing scenario illustrates the
equilibrium structure of agentic AI deception. The sender A
constructs prompts of the form

x “ “Generate a [tone] email from [authority]
requesting [action] due to [trigger].”

Each slot is drawn from a controlled vocabulary,
such as tone P tformal, urgentu and authority P

tNSF Portal, HR Officeu. These prompt templates define a
reasoning policy that induces a generative distribution γA
over the message space M , determining the sender’s persua-
sive strategy. The receiver D constructs diagnostic prompts:

y “ “Evaluate whether the email from [sender]
about [action] is authentic. Consider [factors].”

where factors include domain validity, tone, and temporal
consistency. The resulting behaviors of the two LLMs form
a stochastic policy pair pσA, σDq. When the sender’s payoff
uApm, dq rewards persuasion (e.g., inducing a “click”) more
than factual accuracy, deceptive messages naturally emerge
as equilibrium outcomes. Through iterative conjectural up-
dates over the belief space Ξ, the sender refines its estimate
of the receiver’s susceptibility, while the receiver adapts its
reasoning prompts to improve verification.

This formulation captures the deception as an emergent
equilibrium phenomenon of feedback-coupled reasoning sys-
tems rather than as an isolated model failure. The RBE–
CRE framework provides a unified analytical basis to un-
derstand how deception arises from incentive misalignment,
belief uncertainty, and communication feedback. By ad-
justing payoff structures, constraining reasoning spaces, or
regularizing belief updates, designers can steer equilibria
toward transparency and trust preservation, analogous to
equilibrium regulation in control theory. Thus, deception
becomes detectable not only but also controllable within a
principled game-and-system framework for agentic AI.

C. A System-Theoretic Perspective Toward AI Deception

While game theory captures the strategic logic of decep-
tion by modeling how agents reason about beliefs, incentives,
and equilibria, it focuses on individual or interacting agents.
A complementary system-theoretic perspective reveals de-
ception as an emergent behavior of dynamic systems that
process and propagate information across interconnected
components. In this view, deception is not a strategic choice
alone but a feedback-driven phenomenon in adaptive, evolv-
ing intelligent systems.
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1) Agentic AI Workflows as Dynamical Architectures:
The system-theoretic lens becomes concrete in the archi-
tecture of agentic AI workflows [54], [55]. These work-
flows comprise modular agents, each performing specialized
functions like sensing, planning, engagement, or analysis,
connected through sequential and feedback connections. As
a hierarchical control system, lower layers execute fast, task-
specific operations, while higher layers perform deliberative
reasoning, policy optimization, and coordination.

Formally, the workflow is represented by a directed graph
G “ pN , Eq, N “ tpAi, TiquKi“1, where each node pAi, Tiq
denotes an agent–task pair and each directed edge pn, n1q P E
represents a dependency relation between agents. The graph
depicts a recursive information flow where one agent’s output
controls or contextualizes another. This closed-loop decision
process encodes both cooperation and potential deception.

The workflow evolves according to a policy sequence
π “

`

pA1, T1q, pA2, T2q, . . . , pAK , TKq
˘

, and is evaluated
through a cumulative performance functional

Jpπq “ E

«

K
ÿ

i“1

Uipoiq ´ λicipoiq

ff

, (22)

where Uipoiq denotes the task-level utility (e.g., deception
effectiveness or engagement gain), cipoiq represents cost
or risk, and λi is a trade-off coefficient. The optimization
problem seeks a policy π‹ that maximizes (22) subject to task
dependencies and resource constraints. This is a recursive
structure that admits a dynamic programming formulation:

Vipsiq “ max
aiPAi

ErUipoiq ` Vi`1psi`1qs , (23)

where Vi is the value function of stage i, and si encodes
the local task context. The formulation provides a principled
basis for adaptive deception planning.

Empirical evidence from [54] demonstrates the benefits of
this system-theoretic approach: optimized agentic workflows
achieved a 2.5ˆ increase in successful deception outcomes
and a 58% reduction in cost per success relative to static
prompt baselines. These results underscore the importance
of treating AI deception as a system-level control problem.

2) Control-Theoretic Mitigation and Design Principles:
The system-theoretic framework complements the game-
based perspective by shifting from equilibrium reasoning to
feedback organization, treating the workflow itself network
of reasoning, communication, and validation modules as
the dynamical substrate through which deception emerges
and can be mitigated. In this view, control theory provides
design principles rather than equations of motion: it guides
how to structure feedback, redundancy, and oversight so
that adaptive agentic systems converge toward transparency-
preserving behavior instead of deceptive attractors.

Let xt denote the composite workflow state in the pro-
cessing step t. It captures the operational or task context
st, the belief or conjectural state bt (corresponding to
the conjectural reasoning equilibrium in the game-theoretic
formulation), and the prompt or reasoning configuration
pt that conditions the behavior of the underlying agents.

Each state produces an observable output yt “ hpxtq,
such as generated text, explanations, or analytic summaries.
The deception corresponds to trajectories txt, ytu that drift
away from truth-consistent manifold MT “ tpx, yq :
y accurately reflects verified informationu. The objective of
system-level design is to ensure that the workflow trajectories
remain close to MT or return to it after perturbations.

Robustness describes how sensitive the workflow is to
small deviations in its intermediate states or messages. If
xt and x̃t are neighboring trajectories from slightly dif-
ferent beliefs or inputs, the workflow is robustly stable
with respect to deception if small perturbations in pbt, ptq
yield only bounded deviations in yt. This implies that
misinformation introduced at one stage does not cascade
through the workflow. In practice, robustness is reinforced
through bounded adaptation rates, calibrated trust scores, and
redundancy in semantic verification, ensuring that individual
reasoning modules cannot amplify transient inconsistencies
into systemic deception.

Belief stabilization operates at the level of epistemic
feedback. Within each module, the belief state bt is updated
through an operator Upbt, yt, y

ref
t q, where yref

t represents
external or verified signals. Stability requires that deviations
}bt ´ bref

t } remain bounded or diminish under repeated up-
dates. This property reflects bounded epistemic divergence:
reasoning processes gradually reconcile with verified truth
when exposed to corrective feedback, preventing runaway
belief drift. In the LLM-Stackelberg framework, belief sta-
bilization is the convergence of conjectured models µ̃ξt

to observed response distributions σD, achieving dynamic
alignment through workflow iteration, not static equilibrium.

Multiagent coordination in agentic workflows is essential
to prevent local inconsistencies from propagating across
the system. Each agent Ai maintains a local state xi “

rsi, bi, pis and exchanges information with its neighbors in
a dependency graph G “ pN , Eq. Effective coordination
ensures that agents collectively maintain the integrity of the
workflow while fulfilling their tasks. The overall quality of
the workflow depends on its weakest link [56]. An error
in one agent can compromise the consistency of the entire
system. Continuous feedback among agents enables them to
detect, communicate, and correct local errors while main-
taining resilience against benign faults and malicious pertur-
bations. Robust coordination stabilizes distributed reasoning
and decision processes, ensuring coherence, fault tolerance,
and alignment with system objectives.

Hierarchical control enables monitoring, directing, and
adjusting the workflow when noncompliance or deviations
occur. The supervisory layer can intervene by redirecting
tasks, reconfiguring dependencies, or switching operational
modes to maintain stability and continuity. This intervention
improves resilience by allowing the workflow to recover from
local errors or adversarial perturbations to ensure that the
overall behavior of the system remains coherent [57].

Transparency, in turn, depends on the degree to which
latent states pbt, ptq can be inferred from observed outputs. A
workflow is said to be observable with respect to deception if
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distinct internal reasoning configurations leading to deceptive
and truthful behaviors produce distinguishable outputs. Ob-
servability is enhanced by redundancy: Multiple independent
verification modules, semantic auditors, or factual validators
increase the rank of the effective observation operator hp¨q.
In practical terms, exposing intermediate reasoning steps,
logging decision rationales, and maintaining verifiable audit
trails serve as observability mechanisms that render the logic
of the workflow reconstructible and thus accountable. These
properties translate control-theoretic intuition into architec-
tural principles for managing AI deception. They do not
prescribe control laws, but describe the systemic conditions
under which agentic workflows remain stable, coherent, and
interpretable.

AI deception is a natural outcome of adaptive reasoning,
driven by misaligned incentives, incomplete information, and
agent interactions. Frameworks like RBE and CRE explain
how beliefs and strategies evolve, while control theory offers
tools to manage deception. Future research must integrate
theory and design to build transparent, truth-aligned systems,
making deception management central to AI safety and gov-
ernance. As AI-driven deception evolves, parallel advances
in quantum technologies raise the question of whether similar
principles apply when the underlying systems are quantum
rather than classical. This necessitates manipulating quantum
systems for optimal performance, laying the groundwork for
quantum-enhanced decision-making.

V. INTRODUCTION TO QUANTUM CONTROL

Quantum control is concerned with the control of systems
whose dynamics are governed by the laws of quantum
physics rather than the laws of classical physics. The area
of quantum control has attracted control theory researchers
over many years with most of the early work being concerned
with open loop quantum control [58]. Also, quantum control
researchers have considered measurement feedback based
quantum control and coherent feedback quantum control, in
which the controller is itself a quantum system. A number
of books have been published on the area [59]–[61]. Also,
there have appeared a number of survey articles [62], [63].

Applications of quantum control occur in many areas
of quantum technology. Quantum technologies are enabling
new capabilities in computing, communications, sensing,
materials and modeling. The underlying technologies in these
advances include quantum optics, quantum optomechanics
and superconducting circuits.

Quantum mechanics can be viewed using either the
Schroedinger picture or the Heisenberg picture; e.g., see [64].
In the Schroedinger picture, the dynamics of a quantum
system are described by considering the evolution of the
quantum state over time. In the Heisenberg picture, the dy-
namics of a quantum system are considered by the evolution
of quantum observables such as position and momentum
operators, over time. The Schroedinger picture is most com-
monly used in the areas of quantum information and quantum
computing [65]. In contrast, the Heisenberg picture is often

used in the area of quantum optics. We will focus on the
Schroedinger picture of quantum mechanics.

Quantum control problems can be classified as open loop
quantum control [59] and quantum feedback control. Within
the area of quantum feedback control there are two main
approaches: quantum feedback control, combining quantum
measurement and filtering with a classical controller [66],
and coherent quantum feedback control, where both the
plant and controller are quantum systems. We focus on open
loop quantum control, measurement based quantum feedback
control and consensus in quantum networks.

Notation: For any two matrices A,B, A b B denotes
their Kronecker product. Given a (complex) Hilbert space
H, we will use Dirac’s bra-ket notation and write |ψy for
an element of H and xψ| “ |ψy

: for its adjoint. We denote
by ∥A∥ “

a

trace pA:Aq the Frobenius norm of A in Hd.
Upnq P Cnˆn is set of all nˆ n unitary matrices.

A. Quantum Systems
Quantum systems are classified as either closed or open.

Closed quantum systems are idealized, isolated from their
environment. They’re usually modeled in the Schrödinger
picture using the Schrödinger Equation [64]. The state
|ψptqy of a closed quantum system evolves according to the
Schroedinger equation [64]

iℏ
B

Bt
|ψptqy “ H0|ψptqy, |ψpt “ 0qy “ |ψ0y, (24)

where the state |ψptqy is a unit vector on an underlying
complex Hilbert space H, ℏ is the reduced Planck’s constant,
which is usually assumed to be unity in suitable units, and
H0 is the system Hamiltonian, which is a Hermitian operator
on H.

In the case, of a controlled closed quantum system, this
model is extended to a controlled Schroedinger equation [59]
of the form

i
B

Bt
|ψptqy “ rH0 `

m
ÿ

k“1

ukptqHks|ψptqy, (25)

where H1 . . . Hm are control Hamiltonians, which are
also Hermitian operators on H. The functions of time
u1ptq . . . umptq define the control inputs for the controlled
closed quantum system.

Open quantum systems are quantum systems which are
coupled to the environment. Such quantum systems can be
modeled using a master equation model; e.g., see [59], [64].
In this case, the state of the system is represented as a
density operator ρptq on the underlying Hilbert space H. This
operator is assumed to be positive and of trace one. Here
we will consider finite level quantum systems in which the
Hilbert space H is assumed to be a complex Hilbert space of
dimension N . Then the following Master equation describes
the evolution of the density operator for a Markovian open
quantum system [64], [67]:

9ρptq “ ´irH, ρptqs

`
1

2

N2
´1

ÿ

j,k“0

αjk

´

rFjρptq, F :

k s ` rFj , ρptqF :

k s

¯

,
(26)
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where rX, ρs “ Xρ ´ ρX is the commutation operator and
tFju

N2
´1

j“0 forms a basis for the space of linear bounded
operators on H with F0 “ I . Also, the coefficient matrix
A “ pαjkq is assumed to be positive semidefinite.

In the case of controlled open quantum systems, the master
equation (26) can be modified as follows:

9ρptq “ ´i
“

H0 `

m
ÿ

k“1

ukptqHk, ρptq
‰

`
1

2

N2
´1

ÿ

j,k“0

αjk

´

rFjρptq, F :

k s ` rFj , ρptqF :

k s

¯

.

(27)

Such a model can be used in the open loop control of open
quantum systems.

In the case of open quantum systems subject to continuous
measurements of an observable, the system can be modeled
in the Schroedinger picture using a stochastic master equa-
tion as follows:

dρptq “

´ i
“

H0 `

m
ÿ

k“1

ukptqHk, ρptq
‰

dt´ κ
“

X, rX, ρptqs
‰

dt

`
?
2κ

`

Xρptq ` ρptqX ´ 2xXyρptq
˘

dW ptq.

(28)

where κ is related to measurement strength, dW is a Wiener
increment with zero mean and variance equal to dt and
satisfies the following relationship to the measurement output
y:

dW “ dy ´ 2
?
κtrpXρqdt. (29)

Also, X denotes the observable being measured. Such a
stochastic master equation can be obtained using quantum
filtering theory [68]. Stochastic master equation models can
be used in designing measurement feedback based controllers
for quantum systems [66].

B. Quantum Control

We will consider open loop and measurement based
quantum feedback control of quantum systems described by
the Schroedinger picture models described in the previous
section. We also consider consensus in quantum networks.

1) Open Loop Quantum Control: The open loop control
of quantum systems is usually concerned with the control of
finite level quantum systems, which are described by deter-
ministic bilinear models such as the Schroedinger equation
(25) for closed quantum systems and the master equation (27)
for open quantum systems. An open loop quantum control
problem typically involves finding an open loop control law
uptq to steer a quantum system from an initial quantum state
to a desired terminal state [59].

A fundamental question in the open loop control of quan-
tum systems is the question of controllability. For the case
of a closed quantum system of the form (25), the question
of controllability can be defined as follows:

Definition 2 (Pure State Controllability [69]): The quan-
tum system (25) is said to be pure state controllable if for
every pair of initial and final states |ψ0y and |ψf y, there

exist control functions tukptqu and a time T ą 0 such that
the corresponding solution of (25) with initial condition |ψ0y

satisfies |ψpT qy “ |ψf y. l

Alternative definitions have also been considered for the
controllability of the quantum system (25); e.g., see [69] in
the case of open quantum systems. The following theorem
provides a necessary and sufficient condition for pure state
controllability in terms of the Lie algebra L0 generated by the
matrices t´iH0,´iH1, . . . ,´iHmu, upNq the Lie algebra
corresponding to the unitary group of dimension N , supNq

the Lie algebra corresponding to the special unitary group of
dimension N , sppN

2 q the N
2 dimensional symplectic group,

and L̃ the Lie algebra conjugate to sppN
2 q.

Theorem 5 (See [59]): The quantum system (25) is pure
state controllable if and only if the Lie algebra L0 satisfies
one of the following conditions:

1) L0 “ supNq;
2) L0 is conjugate to sppN

2 q;
3) L0 “ upNq;
4) L0 “ span tiINˆNu ‘ L̃. l

Similar conditions have been obtained when alternative
definitions of controllability are used.

Once it has been determined that a quantum system is
controllable, the next task in open loop quantum control
is to determine the control functions tukptqu which drive
a given initial state to a given final state. Various methods
have been proposed for the construction of this open loop
control law including time optimal control methods [59],
Lyapunov based methods [70], and numerical optimization
based methods [59]. The existence of such a controller
has also been studied using the theory of controllability of
bilinear systems and Lie groups [69].

An important approach is the optimal control approach,
which solves a time-optimal control problem using Pon-
tryagin’s maximum principle to construct control functions
tukptqu that drive the given initial state to the given final state
in the minimum time. This approach works well for low-
dimensional quantum systems but becomes computationally
intractable for high-dimensional quantum systems.

An alternative approach for high-dimensional quantum
systems is the Lyapunov control approach. In this approach,
a Lyapunov function is selected which provides a measure
of the distance between the current quantum state and the
desired terminal quantum state. An example of such a
Lyapunov function is

V “ xψptq ´ ψf |ψptq ´ ψf y ě 0;

e.g., see [71]. A state feedback control law is then chosen to
ensure that the time derivative of this Lyapunov function is
negative. This state feedback control law is then simulated
with the quantum system dynamics (25) to give the required
open loop control functions tukptqu.

Of the numerical optimization-based methods for open
loop quantum control, the Gradient Ascent Pulse Engineering
(GRAPE) method is one of the most popular; see [72]. In
this approach, the control inputs are approximated as piece-
wise constant signals and then gradient based optimization is
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applied to minimize a suitable cost function such as the time
to reach a desired final state or the fidelity of the final state.
All of the above methods can be applied to closed quantum
systems (25) or open quantum systems (27).

An important issue in the open loop control of quantum
systems is the issue of uncertainty in the quantum system
model. For example, the closed quantum system model (25)
maybe replaced by the model

i
B

Bt
|ψptqy “ rH0pθq `

m
ÿ

k“1

ukptqHkpθqs|ψptqy (30)

where θ is a vector of uncertain parameters which is
contained in a known set Θ. The sampling-based learning
approach (see [73]) to this problem involves choosing a
random sample tθ1, θ2, . . . , θNu from the set Θ and then
considering the corresponding augmented quantum system
model:

i
B

Bt

¨

˚

˚

˚

˝

|ψ1ptqy

|ψ2ptqy

...
|ψN ptqy

˛

‹

‹

‹

‚

“

¨

˚

˚

˚

˝

Hpθ1q|ψ1ptqy

Hpθ2q|ψ2ptqy

...
HpθN q|ψN ptqy

˛

‹

‹

‹

‚

(31)

where Hpθq “ H0pθq `
řm

k“1 ukptqHkpθq. Then one of the
methods described above is applied to this new quantum
system. This approach involves finding a single open loop
control law to steer an ensemble of quantum systems to
the desired state and is related to the problem of control
of quantum ensembles [74].

2) Measurement-Based Quantum Feedback Control:
Measurement-based feedback control of quantum systems
can be based on Schroedinger picture stochastic master equa-
tion models such as (28). Also, the Schroedinger equation
(25) can be combined with projective quantum measurements
[64] to implement measurement based quantum feedback
control systems. An important class of measurement-based
quantum feedback control systems involves the use of quan-
tum filtering and quantum state estimation to estimate the
quantum state of the system being controlled based on quan-
tum measurements. The use of projective measurements in
the measurement-based control of quantum systems enables
methods such as quantum sliding mode control [75].

The papers [75], [76] consider sliding mode control of a
two-level quantum system. In this case, the quantum system
under consideration is such that the underlying Hilbert space
H is of dimension 2. That is H “ C2. Then, the system is
described by a controlled Schroedinger equation of the form
(25) with m “ 3 and including uncertainties in the free
Hamiltonian:

i
B

Bt
|ψptqy

“

«

H0 `
1

2

ÿ

k

ϵkptqσk `
1

2

ÿ

k

ukptqσk

ff

|ψptqy.
(32)

Here k P tx, y, zu, and σx, σy and σz are the Pauli matrices
defined as follows:

σx “

ˆ

0 1
1 0

˙

, σy “

ˆ

0 ´i
i 0

˙

, σz “

ˆ

1 0
0 1

˙

.

Also ϵxyzptq “
“

ϵxptq ϵyptq ϵzptq
‰T

is a vector of
uncertain parameters satisfying the bound }ϵxyzptq} ď ϵ and
uxptq, uyptq and uzptq are control inputs.

It is assumed that the nominal Hamiltonian H0 has
eigenstates |ϕ1y and |ϕ2y and a sliding surface is defined
corresponding to one of the eigenstates S “ t|ψy : 1 ´

|xψ|ϕ2y|2 “ 0u. Here xψ|ϕ2y denotes the inner product
between the states |ψy and |ϕ2y. Then we define |0y “ |ϕ2y

as the target state and |1y “ |ϕ1y is the alternative eigenstate
of H0.

The sliding mode control method proposed in [75] is
roughly as follows:

1) A projective measurement is carried out on the system
using the measurement operator H0. This yields one of
two possible values corresponding to the two eigenval-
ues of H0. Immediately after the measurement, the state
of the system will jump to either |0y or |1y depending
on which measurement result is obtained.

2) If the measurement result corresponds to |0y, the system
state is already in the sliding surface and an open loop
control law which keeps the system state in the sliding
surface is applied for one sample period T .

3) If the measurement result corresponds to |1y, the system
state is not in the sliding surface and an open loop
control law is applied which drives the system state from
|1y to |0y in a short time period. For the remainder of
the sample period, an open loop control law is applied
which keeps the system state in the sliding surface. This
open loop control law is constructed using the Lyapunov
method described above.

4) Then the process is repeated every sample period.
The main results of [75], [76] give conditions on the sample
period T so that the probability that the algorithm will fail
is less than a certain value.

3) Coherent Control and Quantum Networks: Coherent
feedback control of quantum systems refers to controlling a
quantum system without relying on quantum measurements.
Instead, the quantum plant is coherently coupled to a quan-
tum controller, which itself is another quantum system.

An extension of the idea of quantum coherent control, in
which two quantum systems, a plant and a controller are co-
herently coupled together is to consider a quantum network,
in which many quantum systems are coupled together. In the
paper [77], a quantum network is considered in which the
network is made up of a finite collection of open two level
quantum systems (qubits); see also [67]. In this quantum
network, the interconnection between the two-level systems
is defined by a weighted graph G “ pV,Eq, where each
qubit system corresponds to a vertex in the vertex set V .
Also, the connections between the qubits are defined by the
edge set E. It is assumed that the Hamiltonian operator for
the entire network is zero and the couplings between the
qubits are defined by certain swapping operators. This leads
to a master equation of the form (26) as follows:

9ρptq “
1

2

ÿ

pj,kqPE

αjk

´

UjkρU
:

jk ´ ρ
¯

; (33)
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where αjk ą 0 is the weighting of the edge pj, kq P E
in the weighted graph G and Ujk is a swapping operator.
Here ρ is a density operator on the underlying Hilbert space
H “ H1 b H2 b . . . b HN where each Hk “ C2. The
swapping operator Ujk is an operator on H defined so that
given any tensor product vector |q1y b |q2y b . . . b |qjy b

. . .b |qky b . . .b |qN y in H, then

Ujk p|q1y b |q2y b . . .b |qjy b . . .b |qky b . . .b |qN yq

“ |q1y b |q2y b . . .b |qky b . . .b |qjy b . . .b |qN y.

The paper [77] shows that if the graph G has suitable connec-
tivity properties, then the system (33) will reach a quantum
consensus in the sense that for any initial density operator
ρp0q, then limtÑ8 ρptq “ P‹pρp0qq, where P‹pρp0qq is the
quantum average of the n-qubit state ρp0q.

Quantum control underpins quantum computing and com-
munication, offering unprecedented computational power and
security advantages. With quantum systems enabling richer
strategy spaces, bridging classical and quantum game theory
becomes essential—especially when deception remains a
core element of strategic play. Understanding the dynamics
of strategic quantum interactions is crucial for designing
resilient systems in the era of quantum-enhanced AI.

VI. BRIDGING CLASSICAL AND QUANTUM GAME
THEORY THROUGH STRATEGIC DECEPTION

Quantum game theory generalizes classical game theory
by incorporating principles from quantum information sci-
ence, offering a rigorous framework for modeling strategic
behavior in competitive and cooperative settings [78]. In this
domain, players use quantum operations as strategies, acting
on quantum states, with payoffs determined by measurements
on the resulting joint state [79]–[81].

Unlike classical strategies, which are probability distribu-
tions over discrete actions, quantum strategies exploit su-
perposition and entanglement, expanding the strategy space
and enabling novel strategic phenomena [79], [81]–[83].
Quantum games are formulated within a Hilbert-space frame-
work, where each player’s strategy corresponds to a set
of quantum operators, the joint system is described by a
density operator, and payoffs are expressed as expectation
values of observables.Quantum games can outperform clas-
sical ones by achieving equilibrium payoffs beyond classical
limits [84], [85], motivating further exploration of quantum
decision frameworks [83], [86]. Despite these promising the-
oretical properties, computing equilibria in quantum games
remains challenging due to the complexity of quantum
strategy spaces, non-convex optimization landscapes, and the
presence of multiple quantum Nash equilibria [87]–[89].

To advance strategic modeling of quantum interactions, we
introduce deception in quantum games, extending adversarial
information design into the quantum domain. Inspired by
Honey-X frameworks [90], deception is modeled as con-
trolled payoff perturbations to strategically influence quan-
tum agents. This enhances cybersecurity by complementing
post-quantum cryptography with attacker uncertainty, asset
masking, and adaptive decoys powered by generative models

...

|0⟩

J

U1

J†

|ψ1⟩
...

...

|0⟩ Un |ψn⟩

1 2 3 4

(a) EWL Model [93].

...

|0⟩

J

U1 |ψ1⟩
...

...

|0⟩ Un |ψn⟩

1 2 3

(b) Zhang Model [94].

Fig. 5: Early quantum game models. In the EWL model,
players start in state |0y

bn, then: (1) entangle via J , (2)
apply strategies p

Ân
i UiqJ |0y

bn, (3) disentangle via J:,
and (4) measure for payoffs. The Zhang model removes the
disentangling step, measuring directly after player actions.

[91]. Integrating deception, quantum resilience, and adaptive
AI is critical for defending against quantum adversaries [92].

In this tutorial, a scalable, system-level framework has
been introduced that unifies classical and quantum interac-
tions under a common representation. Instead of modeling
individual strategy spaces and intricate payoff structures,
this approach describes the game using a joint system state
and player-specific payoff operators. Classical games emerge
as a special case when strategies are restricted to classical
moves, while quantum games allow for interference and
entanglement, enabling richer strategic dynamics. Within
this framework, equilibrium analysis is reformulated as a
tractable optimization problem. Quantum strategies—defined
as admissible quantum operations—form a compact and con-
vex set, allowing equilibrium conditions to be expressed via
semidefinite programs. This supports efficient analysis even
in multi-player quantum settings. Furthermore, the frame-
work lays the groundwork for extending strategic concepts
such as deception, modeled as controlled perturbations of the
payoff structure. By adopting a quantum-native perspective,
researchers can explore how strategic possibilities evolve,
particularly in scenarios where the influence of deception is
subtle and complex.

A. Early Formulations

Quantum game theory has faced criticism for restrictive
assumptions in early models [93]–[96]. Meyer’s work [95]
and the EWL model [93] demonstrated quantum advantages
but limited strategies to narrow subsets of unitary operations
[97]. These constraints lack physical necessity, are not closed
under composition, and relaxing them removes quantum
Nash equilibria. The EWL circuit (Figure 5a) includes an
inverse joint operation (J´1) after player moves—a coor-
dinated step absent in classical games. Zhang’s model [94]
(Figure 5b) showed J´1 is unnecessary for quantum advan-
tage. Beyond specific models, the field prioritizes generality
over physical interpretability, focusing on small examples
rather than a unified framework. Consequently, much lit-
erature remains qualitative, lacking quantitative character-
ization of quantum strategic benefits. Ambiguities persist
in quantizing classical games: unclear interpretation of off-
diagonal payoff terms [98], definitions of pure strategies,
phase effects, basis transformations, and entanglement’s role.
A unified, general, physically consistent formalism for arbi-
trary quantum games remains an open challenge.
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B. Quantum Game

A quantum game is specified by the quadruple:

G “ pN , ρ0, pSiqiPN , pPiqiPN q, (34)

where N “ p1, . . . , Nq is the set of players, Hi is the
finite-dimensional Hilbert space of player i, ρ0 P

Â

i Hi

is the initial joint state, Si is the set of admissible quantum
strategies for player i with every Uj P U for j P Si a unitary
acting on Hi, and Pi is a real-valued payoff operator used
to construct the Hermitian payoff operator Hi for player
i. The Hermitian payoff operator Hi is referred to as the
Hamiltonian payoff operator in this work. The expected
payoff for player i is

uipU1, ¨ ¨ ¨ , UN q “ trace

¨

˝Hi

˜

N
â

i

Ui

¸

ρ0

˜

N
â

i

Ui

¸:
˛

‚.

(35)
Definition 3: A profile of strategies pU‹

1 , . . . , U
‹
N q is a

Nash equilibrium if, for every player i and every Ui P Si,
uipUi;U

‹
´iq ď uipU

‹
i q. l

A proper payoff Hamiltonian operator H is the key to
truly quantum games, as it is how cross terms in the players’
shared density states interact with the game states. Towards
that end, we describe a method to construct a proper payoff
Hamiltonian operator H inspired by [84], [98]. Consider
Hpi, jq to be the element in the ith row and jth column
of the Hamiltonian operator H defined by the

Hpi, jq “ xµ1µ2|H|ν1ν2y

“ trace
`

P pν1bν2qρ0pµ1bµ2q:
˘

,
(36)

where µi, νi P Upniq are unitary moves taken from player i’s
strategy set Si and P is a suitable payoff operator defined by
underlying problem. So, for an n1 ˆn2 matrix game, |Si| “

n2i , P P Rpn1ˆn2qˆpn1ˆn2q, and H P Cpn1ˆn2q
2

ˆpn1ˆn2q
2

.
Remark 2: A classical n-strategy game typically lifts to a

quantum payoff operator of size Opn2q and a quantum game
of size Opn4q, reflecting the enlarged strategy space in the
quantum domain. l

Remark 3: The player density matrices in the uplifted
space in (35) are quantum probability distributions over
the strategy space S used to construct the entries of the
quantum game of the payoff Hamiltonian operator H and not
probability distributions over the game payoffs in P . l

The problem we want to solve is the quantum game with
separable player density states arising from the quantumifi-
cation of a classical matrix game, which is inherently large
in size. The payoff for this quantum game is given by the
bilinear cost

upρA, ρBq “ trace ppρA b ρBqHq, (37)

where the simplification
´

ÂN
i Ui

¯

ρ0

´

ÂN
i Ui

¯:

“ ρA bρB
is used.

Remark 4: ρ “

´

ÂN
i Ui

¯

ρ0

´

ÂN
i Ui

¯:

in the general
case does not translate to ρ “ ρ1 b ρ2, as the resulting state
might not be separable due to entanglement. l

True payoffs H

Deceiver
decision

Deception D

Deceptive payoffs
H ′ = H +D

Victim
decision

Deceiver strategy ρA
Realized payoff:
tr((ρA ⊗ ρB)H)

Victim strategy ρB

Fig. 6: Quantum deception game schematic: rectangles for
values, parallelograms for decisions, arrows for causal rela-
tionships.

C. Honey-X Deception

We now turn to deception in quantum games, where it is
modeled as a perturbation of the payoff Hamiltonian. Let H
denote the true Hamiltonian encoding strategic outcomes. A
deceiver announces

H 1 “ H `D,

where D P CpnAnBqˆpnAnBq is Hermitian to maintain
physical interpretability. This misrepresentation influences
the opponent’s strategy while actual payoffs remain governed
by H . The perturbation is constrained by a deception bud-
get, limiting the magnitude of D and ensuring controlled
manipulation within the quantum state space.

Assumption 3: Let ∆ P R` be the deception budget. We
assume that ∥D∥1 ď ∆, where ∥¨∥1 denotes the matrix norm
induced by the vector 1-norm ∥A∥1 “ sup∥x∥1“1∥Ax∥1.
We denote the corresponding set that D belongs to as D –

tCpnAnBqˆpnAnBq : ∥D∥1 ď ∆u. l

Assumption 4: The victim only observes the perturbed
Hamiltonian H 1 and optimally responds to it. l

This naive victim model, in which the victim fully trusts
H 1, might seem restrictive. However, it aligns with classical
deception models and naturally extends to quantum games.
Figure 6 illustrates the quantum deception game framework.

D. Resolving Quantum Deception

In order to begin deriving quantum deception, the first
nuance we must address is how to extend the notion of best
response from classical to quantum games.

Lemma 2: The best response for the quantum game, if
player A is the minimizing player, is given by:

max
uPR, ρBPPB

u

s.t. trB ppIA b ρBqHq ľ uIA

min
uPR, ρAPPA

u

s.t. trA ppρA b IBqHq ĺ uIB ,

(38)

where H P HA b HB is the Hermitian payoff operator,
ρA P PA and ρB P PB are the player density operators,
and upρA, ρBq “ tr ppρA b ρBqHq is the payoff. l

Having defined best responses in non-deceptive quantum
games, the natural question of how a victim should act under
potential deception arises. In this setting, the notion of a best
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response becomes ambiguous. While the victim may select a
strategy that guarantees a minimum payoff for the announced
Hamiltonian H 1, there is no guarantee this strategy performs
well in the true game H . The victim’s behavior can vary
widely, depending on their awareness and ability to estimate
the extent of deception. To address this, we draw from
[90], where it is shown that the best response of a naive
victim—who fully trusts the deceptive game—is equivalent
to that of a robust victim optimizing for the worst case
across all deceptions consistent with H 1. This equivalence
enables us to use the naive approach as a computationally
tractable proxy for predicting victim strategies that generalize
across diverse decision-making models. It is nontrivial that
this result extends to quantum games. Before proving it, we
first define what we mean by a naive and a robust victim.

Definition 4: A naive victim assumes that H 1 is the true
payoff Hamiltonian and chooses Nash equilibrium actions
for the game it defines. That is, it selects a pρBqn P ΦpHq,
where ΦpHq is defined as the set of density operators that
solve (38). l

Definition 5: A robust victim is aware of the possibility of
deception, and selects a strategy to optimize the worst-case
outcome consistent with the announced payoff Hamiltonian,
i.e., pρBqr P ΦrpH 1q :“ ΦpH 1 ´ D̂q. l

Although each of these models, considered in isolation,
may appear to impose a restrictive structure on the victim’s
decision-making process, Theorem 6 shows that they are
behaviorally equivalent. This equivalence establishes that
their predictive content is robust to heterogeneity in victim
rationality, thereby offering a rigorous justification for As-
sumption 4.

Theorem 6: Let H P CpnAnBqˆpnAnBq be a payoff Hamil-
tonian. Then, one has ΦpHq “ ΦrpHq. l

This means that a robust victim that is aware of the
possibility that it is being deceived cannot guaranty better
payoffs than a naive victim that is unaware of the deception.
This allows for a great simplification of the problem as
explained, as now we can derive a program where the leader
chooses a deception and a strategy that minimizes their cost,
when the victim responds to the deceptive H 1.

Remark 5: The best response characterization extends to
any induced p-norm constraint on D, not just the 1-norm
considered here: ∥D∥1 ď ∆. l

In quantum games, where the deceiver wants to optimize
their payoff given that the victim naively best-responds to
the deceptive game H 1 1. This follows the essence of the
deception framework proposed in [90]. To find the optimal
deception in quantum games, we solve the program:

pρA, D, ρBq P arg min
ρAPPA,ρBPPB ,DPD

tr ppρA b ρBqHq

s.t. ρB P ΦBpH `Dq.
(39)

The problem presented in (39) can be reformulated to the
single-level optimization problem (40), allowing for better

1Since the victim’s best response may not be unique, we assume the
deceiver selects the most beneficial one. This corresponds to the standard
solution concept of a strong Stackelberg equilibrium [99], [100].

computational tractability.
Theorem 7: Let H P HA bHb be the payoff Hamiltonian

of a zero-sum quantum game, ρA P PA Ď CnAˆnA , ρB P

PB Ď CnBˆnB density matrices for player A and player
B of this game respectively, D P D the deceptive payoff
applied on H by player A and ∆ P R` the deception
budget. Then, ρ‹

A, D
‹, ρ‹

B that belong in an optimal solution
pρ‹

A, D
‹, ρ‹

B ,Ω
‹, u‹q of:

min
ρA,Ω,ρB ,D,v

tr ppρA b ρBqHq

s.t. trB ppIA b ρBqpH `Dqq ľ uIA

trA ppΩ b IBqpH `Dqq ĺ uIB

}D}1 ď ∆

ρA, ρB ,Ω ľ 0

trpρAq “ trpρBq “ trpΩq “ 1,

(40)

constitute an optimal solution for the program in (39). l

The solution to the program of equation (40) would repre-
sent the optimal deception strategy D within our framework,
along with the most effective response strategy ρA. This
program is a bilinear semi-definite program, which makes
it non-convex and consequently challenging to solve for
complex games. Nevertheless, the complexity of the problem
could become prohibitive for larger games.

VII. CONCLUSION AND FUTURE DIRECTIONS

The interplay between reinforcement learning, strategic
deception, and game-theoretic principles—spanning both
classical and quantum domains—unveils a rich landscape
for advancing intelligent systems. From Q-learning in zero-
sum games to LLM-enabled agentic deception and quantum
control, each layer introduces new complexities and oppor-
tunities for innovation.

Future research should focus on formalizing deception
strategies in hybrid classical-quantum environments, devel-
oping robust safeguards against adversarial manipulation in
AI-driven ecosystems, and exploring how quantum-enhanced
learning algorithms can redefine equilibrium concepts. Ulti-
mately, bridging these domains will not only deepen our the-
oretical understanding but also inform the design of resilient
systems in an era where strategic interaction increasingly
shapes technological progress.
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