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Abstract— Randomized exploration is central to bandit learn-
ing, multi-agent reinforcement learning, and zeroth-order policy
search, yet its independence and privacy are usually only
treated as technical assumptions. We show that these properties
are critical for security purposes and demonstrate how an
adversarial agent can exploit privileged information on another
agent’s exploration. We analyze a deceiver-victim pair in the
minimal two-player strongly monotone setting, where a decep-
tive player obtains leaked signals that are merely correlated
with the victim’s exploration. We show that, by coupling their
own exploratory action with this information, the deceptive
player injects an externality that steers the learning dynamics
to a new steady state, called the deceptive Nash equilibrium
(DNE). We prove that the deceptive bandit learning (DBL)
dynamics converge to an arbitrarily small neighborhood of the
DNE while retaining optimal convergence rates. Interestingly,
our analysis attains these optimal rates while relaxing second-
order smoothness conditions from standard bandit optimization
literature. We characterize conditions under which deception
strictly shifts the steady state and its effect on the deceiver’s
cost, illustrating the results in a resource-allocation game.

I. INTRODUCTION

Multi-agent learning has attracted significant attention in
recent years with applications spanning many domains. In
many of these applications, agents do not have access to gra-
dient information and must instead rely solely on bandit feed-
back [1], i.e., measurements of their cost/payoff functions,
to update their policies. This has motivated a rich body of
literature on multi-agent bandit learning, where agents simul-
taneously explore their action spaces and exploit observed
costs/payoffs to find optimal policies. Example applications
include resource allocation [2], distributed and networked
systems [3]–[5], robotics [6], and financial decision-making
[7], [8]. More broadly, randomized exploration is a basic
ingredient of many learning methods, including stochastic
approximation [9], multi-agent reinforcement learning [10],
and zeroth-order policy search [11]. If agents learn through
bandit feedback, the convergence to the Nash equilibrium
(NE) [12]–[14] relies on the assumption that the exploratory
policies used by different agents are independent and private.
However, in an open, networked, or competitive environment,
such an assumption is fragile; an adversarial agent can in-
tercept or infer privileged information about the exploratory
actions of other agents [15]–[17].
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Contributions: We expose a security vulnerability in
exploration-driven multi-agent learning: information corre-
lated with an agent’s exploratory behavior can be amplified
into a persistent bias that changes the long-term outcome
of learning. To isolate the core mechanism, we formalize it
in two-player strongly monotone games, where a deceptive
player modifies only its own exploration using a noisy signal
correlated with the oblivious player’s current dither; exten-
sions to N -player settings are also discussed. This unilateral
coupling induces an externality in the oblivious player’s
gradient estimate, scaled by the dither-signal correlation
term. We prove that the resulting deceptive bandit learning
(DBL) dynamics converge to a small neighborhood of a new
steady state, a deceptive Nash equilibrium (DNE), with non-
asymptotic mean-square guarantees. Our analysis attains the
optimal convergence rates from [18] while relaxing their
second-order smoothness conditions on the players’ costs; to
our knowledge, this relaxation is also novel in the deception-
free setting. We characterize when deception strictly shifts
the equilibrium and provide geometric conditions under
which this shift improves the deceiver’s steady-state cost.
Conversely, we also outline some defense strategies against
deception that eliminate the induced bias. We then illustrate
our main results on a resource-allocation game.

Related Literature: Other works that study the vulner-
abilities of multi-agent learning algorithms include utility
measurement poisoning [19], [20], adversarial policies [21],
and continuous-time equilibrium seeking [22], [23]. Un-
like [19]–[21], the deceiver in our setting never tampers
with the victim’s cost measurements, but manipulates learn-
ing solely through its own feasible exploratory action. In
[22], the deterministic sinusoidal probe structure means that
knowledge of the victim’s exploration frequency suffices to
reproduce its exploration signal; [23] requires exact real-
time measurements of an OU-driven probe. Both study
unconstrained continuous-time dynamics and establish local
practical asymptotic guarantees under multiple vanishing pa-
rameter limits. In contrast, our setting does not require exact
reconstruction or real-time measurements of the exploration
signal; mere correlation suffices, as our deceiver receives
only a noisy, possibly intermittent, randomly transformed,
history-adaptive signal correlated with the current dither. We
show that the conditional cross-covariance between leakage
and exploration exactly governs the induced bias in the vic-
tim’s gradient estimator. For constrained, discrete-time bandit
play, this yields, to our knowledge, the first non-asymptotic
analysis of adversarial exploration coupling in multi-agent
learning, with mean-square convergence guarantees.



II. PRELIMINARIES

Given a matrix A ∈ Rn×m, we use ∥A∥ to denote the
operator norm of A. If A is a vector, then ∥A∥ evaluates to
the Euclidean norm of A. If f : Rn → Rm is differentiable,
then ∇f : Rn → Rn×m denotes the transpose of the
Jacobian of f . We use Sn = {s ∈ Rn : ∥s∥ = 1} and
Bn = {s ∈ Rn : ∥s∥ ≤ 1} to denote the unit sphere and
ball in Rn, respectively. We denote the ball around p ∈ Rn

of radius r > 0 by Br(p) = {s ∈ Rn : ∥p− s∥ ≤ r}. For a
closed convex set E ⊂ Rn, the projection operator is defined
as ProjE(x) = argminp∈E ∥x− p∥. We use int E to denote
the interior of the set E.

III. PROBLEM SETUP

We focus on a two-player game, the minimal setting
containing a deceiver-victim pair; the generalization to N -
player settings is discussed in Remark 2. Player i selects an
action xi from an action space Xi ⊂ Rn with the goal of
minimizing their cost Ji : X1 × X2 → R. The joint action
profile is given by x = (x1, x2) ∈ X , where X = X1 × X2

denotes the game’s joint action space. A point x∗ is said to
be a Nash equilibrium (NE) if each player has no incentive
to unilaterally change their action, i.e.,

x∗
i ∈ argmin

xi∈Xi

Ji(xi;x
∗
3−i), i ∈ {1, 2}, (1)

where we use Ji(xi;x3−i) and Ji(x) interchangeably. Given
the costs, the pseudogradient of the game is defined as:

G(x) :=
[
∇1J1(x)
∇2J2(x)

]
, (2)

where ∇i(·) represents differentiation with respect to xi. We
impose the following assumptions on the game parameters:

Assumption 1. For each i ∈ {1, 2} and j ∈ {1, 2}, the
following hold:

1) The set Xi is compact and convex, and there exists
pi ∈ Xi, ri > 0 such that Br1(p1)× Br2(p2) ⊂ X .

2) The function Ji(x) is continuously differentiable on an
open neighborhood of X , and there exists Lij > 0 such
that the function ∇jJi(x) is Lij-Lipschitz on X .

3) There exists γ > 0 such that the operator G(·) is γ-
strongly monotone over X , i.e., the following holds

⟨G(x)− G(y), x− y⟩ ≥ γ ∥x− y∥2 , (3)

for all x, y ∈ X . □

Conditions 1-3 are standard in continuous-action bandit
learning [1], [24], [25]; note that only first-order smoothness
is imposed. Games with pseudogradients that satisfy (3) are
referred to as γ-strongly monotone, which are ubiquitous in
the game theory literature [24], [26], [27]. It is well-known
that in games where Assumption 1 holds, the Nash equi-
librium x∗ is unique and satisfies the following variational
inequality

⟨G(x∗), x− x∗⟩ ≥ 0, ∀x ∈ X . (4)

Hence, we say that an action profile x∗ ∈ X is a “Nash
equilibrium of (G,X )” if (4) holds.

A. Standard Bandit Feedback Algorithm

For our work, we will study the bandit feedback-based
algorithm from [1], [18], [25], which can be implemented
by the agents to learn the Nash equilibrium by only using
measurements of their cost functions. At each time step k,
player i samples a vector µi,k ∈ Sn uniformly at random
and computes the following intermediate exploration step

x̄i,k = xi,k + δµi,k, (5)

where δ ∈ (0,mini ri) is the search radius and xi,k is
the action of player i at the k-th iteration. For notational
convenience, we assume all players use the same perturbation
radius δ. This is quite standard [18], [25], and the case of
heterogeneous δi is discussed in Remark 2. Player i then
performs the action x̄i,k, observes their resulting cost Ji(x̄k)
(with x̄k = (x̄1,k, x̄2,k)), and updates their action:

xi,k+1 = ProjX δ
i

(
xi,k − ηk

n

δ
Ji(x̄k)µi,k

)
, (6)

where X δ
i = pi + (1 − δ

ri
)(Xi − pi); intuitively, this is a

homothetic contraction of Xi towards the point pi (from
Assumption 1). The projection operator in (6) ensures that
the action profile at the next iterate, specified in (5), re-
mains feasible. This type of feasibility adjustment, which is
common in bandit learning [25], generalizes the contraction
(1− δ)Xi from [18] and allows us to consider action spaces
that need not contain the origin. Both players use a common
learning rate ηk that satisfies the standard assumption [9]:

Assumption 2. The sequence {ηk}∞k=1 satisfies:

lim
k→∞

ηk = 0,

∞∑
k=1

ηk = ∞, (7)

and ηk > 0 for each k ∈ N. □

The algorithm (5)-(6) has been covered extensively in
the bandit optimization literature [1], [18], [25], [26], and
the main intuition behind it is in the signal n

δ Ji(x̄k)µi,k

from (6), which serves as a single-point stochastic gradient
estimator. More precisely, its conditional expectation equals
the gradient of a suitably smoothed version of Ji, which
differs from ∇iJi(xk) by an O(δ) term under Assumption 1
(where xk = (x1,k, x2,k)). Hence, (6) can be interpreted as a
noisy gradient descent update on a slightly perturbed game.
Under Assumptions 1-2 and independent exploration, these
dynamics are known to efficiently learn the unique NE.

IV. BANDIT FEEDBACK WITH DECEPTION

The convergence guarantees of exploration-based algo-
rithms, such as (5)-(6), rely on the premise that agents
conduct their exploration independently and without inter-
ference. However, in competitive, adversarial, or asymmetric
environments, these independence and privacy assumptions
can break down [15]–[17]. In games, the signals available to
the players form an information structure separate from the
actions and costs [28]. Models of espionage or information
leakage study settings where one player receives noisy or
partial information about an opponent’s selected strategy or



realized randomization [29]–[31]. These works motivate the
need to examine analogous asymmetries in bandit learning,
where the leaked randomization is now the mechanism by
which each player learns.

Specifically, we consider a setting where player 2 inter-
cepts or infers privileged information regarding player 1’s
search policy. If player 2 integrates this information into
only their own actions, they can manipulate the gradient
estimate that player 1 uses to learn. Here, we call player 2 the
deceptive player, while player 1 is the oblivious player. This
section formalizes the structure of the leaked information,
the DBL dynamics, and their long-term effects on learning.

A. Information Asymmetry

Suppose that at each iteration k, each player selects a
search direction µi,k ∈ Sn independently and uniformly
at random, but player 2 also receives a signal Θ1,k ∈ Rn

possibly containing privileged information regarding µ1,k.
We use Fk to denote the pre-round history up to stage k, and
assume that Θ1,k satisfies the following structural condition:

Assumption 3. For k ∈ N∪{0}, the signal Θ1,k ∈ Rn takes
the form

Θ1,k = Λkµ1,k + wk, (8)

where, conditional on Fk, the following hold almost surely:
1) The directions µ1,k and µ2,k are independent and uni-

formly distributed on Sn. Moreover, the pair (Λk, wk)
is conditionally independent of (µ1,k, µ2,k).

2) There exists a matrix Γ ∈ Rn×n, independent of k,
such that Ek[Λk] = Γ a.s, where Ek[ · ] := E[ · |Fk].

3) There exists constants Λ̄, w̄ > 0 such that ∥Λk∥ ≤ Λ̄
and ∥wk∥ ≤ w̄ a.s.

All random variables are defined on the filtered probability
space (Ω,F , {Fk}k≥0,P), with pre-round history given by
the σ-algebra Fk = σ(x0, {µ1,ℓ, µ2,ℓ,Λℓ, wℓ}ℓ<k). □

Assumption 3 captures a range of interception scenarios,
such as channel leaks, noisy sensing, and intermittent mea-
surements. In a practical context, Θ1,k represents player 2’s
imperfect measurement of player 1’s exploratory behavior.

The structure of (8) isolates two fundamental sources of
imperfection in this observation. The random matrix Λk

models the transformation, attenuation, or scaling of the
intercepted signal. The existence of Γ ensures that the dither-
signal cross-covariance is well-behaved. Meanwhile, wk cap-
tures ambient measurement noise or channel interference,
which we do not require to be zero mean. More generally,
since µ1,k = 1

δ (x̄1,k − x1,k), the signal Θ1,k may also
be a noisy measurement of the played action x̄1,k rather
than the actual dither. Notably, the formulation (8) also
allows for intermittently available measurements. Indeed,
suppose that at stage k the signal is only intercepted with
probability ρ ∈ (0, 1]. Taking Λk = bkΛ̃k and wk = bkw̃k

with bk|Fk ∼ Bernoulli(ρ) (independent of the dithers and
w̃k, Λ̃k) gives Γ = ρΓ̃, where Γ̃ = Ek[Λ̃k]. Hence, missed
or late interceptions merely attenuate the mean dither-signal
cross-covariance by ρ.

Θ1 = Λµ1 + w

Intercepted Signal Player 2Player 1
Σ

Σ Σ

µ1 µ2

Exploration Exploration

Game

Environment

x2x1

x2x1 J2J1

Fig. 1. Exploration leakage and coupling in a two-player game
with bandit feedback.

B. Bandit Feedback Algorithm with Deception

With the information asymmetry formally defined, we now
construct the modified learning dynamics. We assume player
1 remains oblivious to deception and continues to execute the
standard bandit dynamics given below

x̄1,k = x1,k + δµ1,k (9a)

x1,k+1 = ProjX δ
1

(
x1,k − ηk

n

δ
J1(x̄k)µ1,k

)
. (9b)

Meanwhile, suppose that player 2 exploits the leaked signal
by actively coupling their exploration with player 1’s search
direction. Before the stage k costs are realized, player 2
injects the signal Θ1,k into their exploration step with a
tunable gain c. The dynamics implemented by player 2 are:

x̄2,k = x2,k + δµ2,k + cδΘ1,k (10a)

x2,k+1 = ProjX δc
2

(
x2,k − ηk

n

δ
J2(x̄k)µ2,k

)
, (10b)

where δc = δ(1 + |c|(Λ̄ + w̄)), and we assume that δ, c are
chosen such that δc < r2. The formulation of δc guarantees
that even in the worst-case realization of Λk and wk, player
2’s exploratory action remains feasible. We will call system
(9)-(10) the deceptive bandit learning (DBL) dynamics.

The subtlety behind the proposed deception mechanism
can be observed through the expected gradient signal, given
by ĝi,k = n

δ Ji(x̄k)µi,k. Computing the smoothed average of
ĝi,k around xk (details in the Appendix) yields:

Ek[ĝ1,k] = ∇1J1(xk) + cΓ⊤∇2J1(xk) + βδ
1,k (11a)

Ek[ĝ2,k] = ∇2J2(xk) + βδ
2,k, (11b)

where βδ
1,k and βδ

2,k are Fk-measurable O(δ) smoothing
biases, with bounds provided in Lemma 2 of the Appendix;
such biases are present even in the nominal (c = 0)
algorithm. The distinctive effect of deception is the induced
externality cΓ⊤∇2J1(xk), which does not vanish with δ.
The system (11) reveals that while player 2 still learns their
gradient up to the O(δ) bias, player 1 now learns a flawed
estimate affected by this externality.

Remark 1: The effect of deception is governed by the
conditional cross-covariance between the oblivious player’s
dither and the intercepted signal:

CΘ,k := nEk[µ1,kΘ
⊤
1,k].

This correlation introduces the externality cCΘ,k∇2J1(xk)
into the conditional mean of the oblivious player’s gradient
estimator. Under Assumption 3, CΘ,k = Γ⊤ almost surely.



Hence, although the conditional distribution of the signal
may adapt to the pre-round history, its fixed cross-covariance
produces the same deceptive bias at every iteration. Con-
versely, if CΘ,k = 0, the intercepted signal cannot generate
this equilibrium-shifting bias. This observation also reveals
possible defense strategies that can be implemented by the
victim, which include desynchronizing the game, applying a
randomized zero-mean mask to the dither, etc. An in-depth
study of defense strategies is left for future work. □

Remark 2: If players use different exploration radii δ1, δ2
with δi = aiδ, where ai > 0, and (10a) uses cδ2Θ1,k, then
the externality in (11a) becomes c(a2/a1)Γ

⊤∇2J1(xk), i.e.,
the effective gain is ceff = c(a2/a1). The computation in
(11) also covers the N -player case where player d deceives
a player v; dithers are independent, so the injected externality
becomes cΓ⊤∇dJv(xk) and only affects player v’s gradient
estimator (i.e., the v block of the pseudogradient). □

Motivated by (11), we propose the notion of a deceptive
pseudogradient, which is given by

Gdec
c (x) =

[
∇1J1(x) + cΓ⊤∇2J1(x)

∇2J2(x)

]
. (12)

For the modified learning dynamics to converge, Gdec
c must

remain well-behaved. Specifically, the injection of the de-
ceptive externality cΓ⊤∇2J1(x) must not destroy the mono-
tonicity of the nominal game. By leveraging the Lipschitz
continuity of ∇2J1(·) obtained from Assumption 1, it is
straightforward to verify that Gdec

c remains strongly monotone
as long as the following condition is satisfied:

γc := γ − |c|L12 ∥Γ∥ > 0, (13)

where L12 is the Lipschitz constant of ∇2J1(·). If (13)
holds, there exists a unique Nash equilibrium of (Gdec

c ,X ),
which we call the deceptive Nash equilibrium (DNE). This
is formalized in the following definition:

Definition 1. Suppose that Gdec
c , given in (12), is strongly

monotone. The deceptive Nash equilibrium, denoted x∗
c , is

the unique point in X that satisfies the following〈
Gdec
c (x∗

c), x− x∗
c

〉
≥ 0, (14)

for all x ∈ X . □
Equations (12), (14) identify a new potential steady state

induced by the deception mechanism. This raises two natural
questions: do the DBL dynamics approach this DNE, and
how does the DNE compare with the nominal NE? We
answer these questions next.

V. MAIN RESULTS

We establish convergence guarantees for the DBL dynam-
ics, then characterize when deception shifts the steady state
and benefits the deceiver.

A. Convergence Analysis

Because the coupled gradient estimators now track Gdec
c ,

the first question is how closely the DBL iterates approach

the DNE and at what rate. We provide both guarantees in
the following theorem:

Theorem 1. Consider the DBL dynamics (9)-(10) under
Assumptions 1-3, where (13) holds. Then, there exists R > 0
such that, for any x0 ∈ X δ

1 ×X δc
2 and δ satisfying

0 < δ < min

{
r1,

r2
1 + |c|(Λ̄ + w̄)

}
:= rc, (15)

the following bound holds

lim sup
k→∞

E[∥xk − x∗
c∥

2
] ≤ Rδ2. (16)

If the step sizes also satisfy η0 ≥ 0 and ηk = q
γck

for k ≥ 1,
where q > 1 and γc = γ−L12|c| ∥Γ∥, then there also exists
M > 0 such that the following holds

E[∥xk − x∗
c∥

2
] ≤ M

δ2k
+Rδ2, (17)

for all k ∈ N and δ ∈ (0, rc).

Thus, while player 1 remains oblivious and continues
to execute the nominal bandit update, the joint dynamics
converge to a neighborhood of the shifted DNE. From (17),
we see that the DBL dynamics inherit the same O(d2/ε2)
complexity guarantees from [18], where d = 2n = dim X :

Corollary 1. Under the conditions of Theorem 1 for which
(17) holds, for any ε > 0 sufficiently small, choosing δ2 =

ε
(2R) and k ≥ 4MR

ε2 yields E[∥xk − x∗
c∥

2
] ≤ ε, where M,R

are given in Section VI-A. Consequently, the DBL dynamics
attain the same O(d2/ε2) complexity as the deception-free
bandit algorithm from [18].

Remark 3: Corollary 1 demonstrates that the dynamics
remain efficient even under adversarial manipulation. By
treating the smoothing bias in Ek[Ĝk] as a bounded additive
perturbation (see the proof of Theorem 1 in Section VI-
A), we establish these optimal rates while relaxing the
assumption of a Lipschitz Jacobian for the pseudogradient,
which [18] needed for proving O(d2/ε2) complexity. The
same bounded-perturbation argument extends to N -player
games. To our knowledge, our derived relaxation is also
novel in the deception-free (c = 0) setting. □

Remark 4: Deception is not free. If c satisfies (13), then
the strong monotonicity of Gdec

c , with (4) and (14), implies:

∥x∗
c − x∗∥ ≤ |c|

γc

∥∥Γ⊤∇2J1(x
∗)
∥∥ . (18)

So while larger |c| permits larger equilibrium displacement
and potential long-term expected cost improvement, it also
shrinks γc, contracts player 2’s feasible set X δc

2 , and inflates
the smoothing bias bounds in (29); this effectively degrades
the constants M and R in Theorem 1. Hence, selecting c
itself presents a design trade-off for the deceiver. □

B. Characterization of the DNE and Immunity Conditions

We established convergence to a neighborhood of the
DNE, which is characterized by the variational inequality
(14). It is evident from (14) that the steady state conditions



are altered under deception, but a fundamental question re-
mains: when is the DNE actually different from the nominal
NE? Equation (18) bounds the magnitude of this shift, but we
now ask when it is nonzero. Furthermore, in what situations
does deception actually improve the cost of the deceiver?

To isolate the effect of the deception from the com-
plexities of active constraints, our vulnerability characteri-
zation focuses on interior nominal NE, which is a practical
operating condition in many real-world settings [32]–[34].
Specifically, we find that interior NE are locally steerable via
deception whenever the externality Γ⊤∇2J1(·) is nonzero
at the nominal NE. Conversely, the equilibrium is invariant
whenever Γ⊤∇2J1(x

∗) = 0, even if x∗ is not necessarily an
interior NE. Thus, the zero-correlation condition Γ = 0 from
Remark 1 provides a sufficient universal defense against this
particular deception mechanism. Meanwhile, nonzero Γ can
still yield immunity if range(Γ) ⊥ ∇2J1(x

∗), i.e., when
the leakage carries no information about the externality. We
formalize these ideas in the following theorem:

Theorem 2. Suppose that Assumptions 1 and 3 hold. If x∗ ∈
int X and Γ⊤∇2J1(x

∗) ̸= 0, then the mapping c 7→ x∗
c is

injective on a neighborhood of 0. If instead Γ⊤∇2J1(x
∗) =

0, then x∗
c = x∗ for all c where Gdec

c is strongly monotone.

Remark 5: The two immunity conditions in Theorem 2
differ in robustness: Γ = 0 depends only on the leakage
channel and is enforceable by the oblivious player via
Remark 1, while range(Γ) ⊥ ∇2J1(x

∗) depends on the
nominal NE and is, hence, unreliable as a defense. □

C. Impact of Deception

While Theorem 2 tells us when the deceiver can steer the
dynamics to a new steady state, it is common in practical sce-
narios that the deceiver is interested in improving their own
well-being. If the mapping c → x∗

c is differentiable around
0, we can evaluate the local sensitivity of J2 to c. Thus, the
question of whether deception is profitable naturally reduces
to characterizing this derivative and identifying when it does
not vanish. These conditions are formalized below:

Theorem 3. Suppose that Assumptions 1 and 3 hold, where
Gdec
c is continuously differentiable and x∗ ∈ int X . If the

following holds:[
∇1J2(x

∗)
0

]⊤
∇G(x∗)−⊤

[
Γ⊤∇2J1(x

∗)
0

]
̸= 0, (19)

there exists a nonempty open interval E ⊂ R such that, for
all c ∈ E , Gdec

c is strongly monotone and J2(x
∗
c) < J2(x

∗).

Theorem 3 provides some important geometric intuition
behind the mechanics of an adversarially favorable shift.
Naturally, for (19) to hold, the term Γ⊤∇2J1(x

∗) cannot be
zero. This parallels Theorem 2, which established that this
nonzero externality was needed for injectivity of the mapping
c 7→ x∗

c . Without this condition, the DNE remains at x∗,
which implies that the steady state cost function values will
also be unchanged. Surprisingly, condition (19) also requires
that the other cross derivative ∇1J2(·) is nonzero at the

NE. Intuitively, this makes sense: if the deceiver’s cost is
completely insensitive to the victim’s actions at the nominal
equilibrium, shifting the victim’s steady-state behavior yields
no immediate benefit. Theorem 1 then tells us that the cost
improvements in Theorem 3 can be realized in the long-term
expected DBL trajectories whenever δ is sufficiently small.

VI. PROOFS OF MAIN RESULTS

A. Proof of Theorem 1

Let X δ
c := X δ

1 × X δc
2 , and let x∗

c,δ denote the
unique Nash equilibrium of (Gdec

c ,X δ
c ). Define Ĝk =

n
δ (J1(x̄k)µ1,k, J2(x̄k)µ2,k). Letting ek = xk−x∗

c,δ , for each
k ≥ 0 we have:

E[∥xk − x∗
c∥

2
] ≤ 2E

[
∥ek∥2

]
+ 2

∥∥x∗
c,δ − x∗

c

∥∥2 . (20)

By construction, xk and ek are Fk-measurable for every k.
To upper bound (20), let us consider the first term, since
the second term can be upper bounded with Lemma 1 in
the Appendix. Since x∗

c,δ ∈ X δ
c , we can leverage the non-

expansiveness of the projection operator to obtain:

Ek

[
∥ek+1∥2

]
≤ Ek

[∥∥∥xk − ηkĜk − x∗
c,δ

∥∥∥2]
≤ Ek

[
∥ek∥2

]
+ η2kEk

[∥∥∥Ĝk

∥∥∥2]− 2ηk

〈
Ek

[
Ĝk

]
, ek

〉
.

Let ∆δ
k = (βδ

1,k, β
δ
2,k), where βδ

1,k and βδ
2,k are from (11)

and satisfy the bounds given in Lemma 2 from the Appendix.
Let J = supi∈{1,2} supx∈X |Ji(x)|, which is finite. Since
Ek[Ĝk] = Gdec

c (xk) + ∆δ
k, we obtain:

Ek

[
∥ek+1∥2

]
≤ Ek

[
∥ek∥2

]
− 2ηkEk

[〈
Gdec
c (xk), ek

〉]
+

2n2η2kJ 2

δ2
− 2ηkEk

[〈
∆δ

k, ek
〉]

a.s.

By the definition of ek and x∗
c,δ , we know that the following

holds for all xk ∈ X δ
c :〈

Gdec
c (xk), ek

〉
≥ γc ∥ek∥2 . (21)

We can also apply Young’s inequality to obtain

|
〈
∆δ

k, ek
〉
| ≤ γc

2
∥ek∥2 +

1

2γc

∥∥∆δ
k

∥∥2 . (22)

By Lemma 2 in the Appendix, there exists α > 0 such
that

∥∥∆δ
k

∥∥2 ≤ αδ2 almost surely for each k. We can then
combine (21) with (22) and take the total expectation over
Fk to obtain

E
[
∥ek+1∥2

]
≤ (1− ηkγc)E

[
∥ek∥2

]
+

2n2η2kJ 2

δ2
+

αηkδ
2

γc
.

(23)

A standard stochastic approximation comparison [35] gives:

lim sup
k→∞

E
[∥∥xk − x∗

c,δ

∥∥2] ≤ αδ2

γ2
c

. (24)

We combine (20), (24), and (28) from Lemma 1 in the Ap-
pendix to prove (16), with R = 2α

γ2
c
+ 2

r2c
(1+ Lc

γc
)2 ∥x∗

c − p∥2.
To establish (17), we apply Lemma 3 in the Appendix to (23)



Fig. 2. Monte Carlo study over M = 300 realizations. Left: convergence to a neighborhood of the DNE. Middle: nominal and deceptive
cost trajectories. Right: the deceptive player’s steady-state cost change as a function of c, and the equilibrium displacement.

and obtain C > 0 such that the following estimate holds for
all k ∈ N and δ ∈ (0, rc):

E
[∥∥xk − x∗

c,δ

∥∥2] ≤ 2n2CJ 2

γ2
c δ

2k
+

αδ2

γ2
c

. (25)

We substitute (25) into (20) and apply Lemma 1 from
the Appendix to (20) and obtain (17), with C =

max
{

q2

q−1 ,
γ2
cr

2
c⌈q⌉maxx,y∈X ∥x−y∥2

2n2J 2

}
, M = 4Cn2J 2

γ2
c

. ■

B. Proof of Theorem 2

We start by proving the first part. Since x∗ ∈ int X ,
we know that G(x∗) = 0. Let ε = γ

L12∥Γ∥ , and we define
the mapping g : (−ε, ε) → X given by g(c) = x∗

c . Since
x∗ ∈ int X and (18) holds for c ∈ (−ε, ε), there exists a
neighborhood E ⊂ (−ε, ε) of 0 such that g(E) ⊂ int X , and
hence Gdec

c (g(c)) = 0 for all c ∈ E . If we consider some
c1, c2 ∈ E with c1 ̸= c2, we have

G(g(ci)) + ci

[
Γ⊤∇2J1(g(ci))

0

]
= 0, (26)

for i ∈ {1, 2}. If we suppose that g(c1) = g(c2) = x̂, we
consider the equation (26) for i = 1, i = 2 and subtract to
obtain

(c1 − c2)

[
Γ⊤∇2J1(x̂)

0

]
= 0. (27)

Since c1 − c2 ̸= 0, the equation (27) is only valid if
Γ⊤∇2J1(x̂) = 0. This would imply that G(x̂) = 0, so by the
uniqueness of the NE, we conclude that x̂ = x∗. However,
we also assumed that Γ⊤∇2J1(x

∗) ̸= 0, so we arrive at a
contradiction. Hence, g is injective on E , which proves the
first part. For the second part, Γ⊤∇2J1(x

∗) = 0 implies
Gdec
c (x∗) = G(x∗). Since x∗ solves (4), it also solves (14).

Strong monotonicity of Gdec
c then yields x∗

c = x∗. ■

C. Proof of Theorem 3

Since G is strongly monotone, the implicit function theo-

rem yields ∂x∗
c

∂c

∣∣∣
c=0

= −∇G(x∗)−⊤
[
Γ⊤∇2J1(x

∗)
0

]
. Since

x∗ ∈ int X , also have ∇2J2(x
∗) = 0. A straightforward

application of chain rule reveals that the left hand side of
(19) precisely equals −∂J2(x

∗
c)

∂c |c=0. If ∂J2(x
∗
c)

∂c |c=0 > 0, we
can find ε̃ ∈ (0, ε) such that the result holds for E = (−ε̃, 0),
where ε is obtained from the proof of Theorem 2. Otherwise,
we will have E = (0, ε̃). ■

VII. NUMERICAL EXAMPLE

To illustrate our results, we apply them to a stylized two-
player resource allocation problem. Consider two players
allocating demand across two shared resources. Player i has
action xi ∈ R2, where the j-th component of their action
specifies the amount of demand assigned to resource j. The
cost function of player i is expressed in the form

Ji(x) = ∥xi∥2 + x⊤
i x3−i + q⊤i xi + λ

2∑
j=1

[xij − τij ]
5
2
+,

where [·]+ := max{0, ·} and the first three terms model
private allocation costs, cross-player congestion, and linear
allocation value, respectively. The final term is a soft capacity
penalty, where τij is player i’s reference allocation for
resource j. Here, we will use λ = 0.12, q1 = (−4,−5), q2 =
(−6,−4), τ1 = ( 23 , 2), τ2 = ( 83 , 1), and X1 = X2 = [0, 5]2.
This example satisfies Assumption 1 and falls outside the
class of second-order smoothness conditions required in [18].

To seek the Nash equilibrium x∗ = ((2/3, 2), (8/3, 1)),
each player uses a learning algorithm based on bandit
feedback. Player 1 implements (9), while, at each stage,
player 2 obtains noisy measurements of µ1,k with proba-
bility 0.75, which are stored in a signal Θ1,k ∈ R2 that
assumes the form given in (8). We have Λk = bk(I2 + Ξk)
where bk ∼ Bernoulli(0.75) and, for each k ∈ N, each
entry of the random matrix Ξk is sampled independently
and uniformly on [−0.15, 0.15]. The additive noise satisfies
wk = 0.1bkzk, where the components of zk are independent
standard Gaussian random variables truncated to [−3, 3].
Player 2 implements the dynamics (10) with c = 0.8, and
each player uses δ = 0.25 with step sizes ηk = 3k−1. It
is verifiable that Gdec

c is strongly monotone and the DNE
is given by (x∗

c)1 ≈ (0.48, 1.44) and (x∗
c)2 ≈ (2.76, 1.26).

Since J2(x∗)−J2(x
∗
c) ≈ 1.15, player 2 improves their steady

state cost through deception. The averaged trajectories of
Ji and x taken over 300 realizations are given in Figure
2, which also illustrates how the parameter c affects the
steady-state costs and equilibrium shift. Figure 3 shows that
countermeasures that suppress the same-round dither-signal
correlation, which include an induced dither-signal delay,
zero-mean masking, and dither resetting, recover the nominal
learning trajectories and converge to a neighborhood of the
NE, while the undefended dynamics remain displaced.



Fig. 3. Convergence of the action profile with deception counter-
measures implemented at each stage. One-step delay: player 2 uses
Θ1,k−1 during stage k. Zero-mean mask: player 1 privately flips the
sign of the dither with probability 1

2
after leakage. Dither refresh:

player 1 resamples the dither after leakage.

VIII. CONCLUSION

We introduced a novel framework for deceptive bandit
learning in strongly monotone games, demonstrating that
noisy information correlated with an opponent’s exploration
can induce an externality that steers the joint action profile
toward a deceptive Nash equilibrium. We then proved that
the DBL dynamics converge to a O(δ) RMS neighborhood of
the DNE, establishing optimal rates under weaker regularity
conditions than [18] and revealing a novel relaxation that also
applies in the deception-free setting. Furthermore, we estab-
lished geometric conditions under which the deception mech-
anism is guaranteed to shift the steady state and improve the
deceiver’s long-term cost/payoff. Our results were illustrated
in a two-player resource allocation setting. Future directions
include extending the ideas to asynchronous games, studying
the effect of the network topology, and investigating active
countermeasures against deception.
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IX. APPENDIX

Here we present several technical lemmas that are used to
prove our main results.
Lemma 1. Suppose Gdec

c is γc-strongly monotone, and let
x∗
c,δ denote a Nash equilibrium of (Gdec

c ,X δ
1 × X δc

2 ), where
δ satisfies (15). Then, the following holds∥∥x∗

c − x∗
c,δ

∥∥ ≤ dc

(
1 +

Lc

γc

)
∥x∗

c − p∥ , (28)

where dc = max
(

δ
r1
, δc
r2

)
, Lc := |c| ∥Γ∥L12+

√
L2
11 + L2

22,
and p = (p1, p2).
Proof. Define X δ

c := X δ
1 × X δc

2 , which is convex and
compact. Letting p = (p1, p2), we define the following
matrix and transformation:

D :=

(1− δ
r1

)
In 0

0
(
1− δc

r2

)
In

 , T (x) = D(x−p)+p.

Note that X δ
c = T (X ). By the strong monotonicity of Gdec

c , it
also follows that the mapping x 7→ Gdec

c (x)+NX δ
c
(x) is also

γc-strongly monotone, where NX δ
c
(x) is the normal cone of

X δ
c at the point x. We then obtain

γc
∥∥T (x∗

c)− x∗
c,δ

∥∥ ≤ inf
v∈Gdec

c (T (x∗
c))+NXδ

c
(T (x∗

c))
∥v∥ .

Since x∗
c is a DNE, we have that 0 ∈ Gdec

c (x∗
c) + NX (x∗

c).
Using the fact that NX δ

c
(T (x∗

c)) = NX (x∗
c), we obtain

inf
v∈Gdec

c (T (x∗
c))+NXδ

c
(T (x∗

c))
∥v∥ = inf

v∈Gdec
c (T (x∗

c))+NX (x∗
c)
∥v∥

≤
∥∥Gdec

c (T (x∗
c))− Gdec

c (x∗
c)
∥∥

≤ Lc ∥(D − I2n)(x∗
c − p)∥

≤ Lcdc ∥x∗
c − p∥ ,

where Lc is a Lipschitz constant of Gdec
c . By combining the

above computations, we obtain∥∥x∗
c − x∗

c,δ

∥∥ ≤ ∥x∗
c − T (x∗

c)∥+
∥∥T (x∗

c)− x∗
c,δ

∥∥
≤ dc

(
1 +

Lc

γc

)
∥x∗

c − p∥ ,

as desired.

Lemma 2. In (11), for each k ∈ N, the following estimates
hold almost surely:∥∥βδ

1,k

∥∥ ≤ δ(L11 + |c|Λ̄L12)(2 + |c|(Λ̄ + w̄)) (29a)∥∥βδ
2,k

∥∥ ≤ δL22(2 + |c|(Λ̄ + w̄)). (29b)

Proof. Given k ∈ N, we recall that

x̄k =

[
x1,k + δµ1,k

x2,k + δµ2,k + cδ(Λkµ1,k + wk)

]
. (30)

Since k will remain fixed, we drop it from the subscripts for
notational convenience. By Stokes’ theorem:

Ek

[n
δ
J1(x̄)µ1

]
= Eµ1∼B,µ2∼S

k

[
∇1J1(x̄) + cΛ⊤∇2J1(x̄)

]
Ek

[n
δ
J2(x̄)µ2

]
= Eµ1∼S,µ2∼B

k [∇2J2(x̄)] ,

where S and B are uniform distributions over Sn and Bn,
respectively. Since Ek[Λ] = Γ, we can continue from (11)
to obtain∥∥βδ

1

∥∥ ≤
∥∥Eµ1∼B,µ2∼S

k

[
∇1J1(x̄) + cΛ⊤∇2J1(x̄)

]
−∇1J1(x)− cΓ⊤∇2J1(x)

∥∥
≤ Eµ1∼B,µ2∼S

k

[
∥∇1J1(x̄)−∇1J1(x)∥

+
∥∥cΛ⊤(∇2J1(x̄)−∇2J1(x))

∥∥ ]
≤ Eµ1∼B,µ2∼S

k [(L11 + |c| ∥Λ∥L12) ∥x̄− x∥] ,

and ∥∥βδ
2

∥∥ ≤ Eµ1∼S,µ2∼B
k [∥∇2J2(x̄)−∇2J2(x)∥]

≤ Eµ1∼S,µ2∼B
k [L22 ∥x̄− x∥] .

The result is obtained by substituting (30) into the above
expressions and using the facts that ∥µi∥ ≤ 1 and ∥Λ∥ ≤ Λ̄
almost surely.
Lemma 3. Consider a nonnegative sequence {Vk}∞k=1 sat-
isfying Vk+1 ≤ (1− ak)Vk +Aa2k +Bak, where ak = q

k for
some q > 1, and A,B > 0. Then, there exists C > 0 such
that Vk ≤ CA

k +B for all k ∈ N.

Proof. The desired bound clearly holds for k ≤ ⌈q⌉, since
we can always choose C ≥ 1

A maxk≤⌈q⌉ kVk, so suppose
it holds for some k ≥ ⌈q⌉. By the inductive hypothesis,
we have Vk+1 ≤ CA(k−q)+Aq2

k2 + B. It suffices to show
CA(k−q)+Aq2

k2 ≤ CA
k+1 , which can be equivalently rearranged

into k
(
CA(1− q) +Aq2

)
− CAq + Aq2 ≤ 0. Direct com-

putation shows that this holds for all k ∈ N when C ≥ q2

q−1 .

We set C ≥ max
{

q2

q−1 ,
1
A maxk≤⌈q⌉ kVk

}
to conclude.


